ARSSTAMMA 2026

Protokoll fort vid arsstamma i
Prisma Properties AB, org. nr 559378-1700,
den 29 april 2026 i Stockholm

§ 1 Stammans 6ppnande och val av ordférande vid arsstamman.
Stdmman 6ppnades av styrelsens ordférande Simon de Chéateau.

Pa forslag av valberedningen valdes Simon de Chateau till ordférande vid stamman. Det noterades
att bolagets jurist Maria Boudrie uppdrogs att féra protokollet vid stamman.

Det antecknades att aktiedgare, forutom genom att narvara fysiskt pa arsstamman, har kunnat utéva

sin rostratt vid arsstimman genom postrostning pa férhand, i enlighet med 7 kap. 4 a §
aktiebolagslagen och Prisma Properties AB:s bolagsordning.

§ 2 Upprittande och godkannande av rostlangd.

En forteckning upprattades 6ver narvarande aktiedgare, inklusive aktieagare som valt att utéva sin
rostratt vid stdmman genom postrostning, i enlighet med Bilaga 1. Férteckningen godk&ndes som
rostlangd vid stamman.

Det antecknades att aktiedgare representerande 137 980 037 aktier och roéster, motsvarande cirka
83,867 procent av samtliga utestaende aktier och roster i bolaget, var foretradda vid stamman.

§ 3 Godkannande av dagordning.

Det beslutades att godkanna forslaget till dagordning som intagits i kallelsen till stamman.

§ 4 Val av en eller tva personer att justera protokollet.
Oscar Bergman, representerande Swedbank Robur Fonder AB, och Johannes Wingborg,

representerande Lansférsakringar Fondforvaltning AB, valdes till att jamte ordféranden justera
protokollet.

§ 5 Provning om arsstamman blivit i beh6rig ordning sammankallad.

Det noterades att kallelse till bolagsstamman skett genom publicering pa bolagets webbplats den 23
mars 2026 och i Post- och Inrikes Tidningar den 26 mars 2026, samt att information om att kallelse
har skett har publicerats i Svenska Dagbladet den 26 mars 2026.

Det konstaterades darefter att stdmman var i behérig ordning sammankallad.
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§ 6 Verkstillande direktorens anforande.
Bolagets verkstallande direktor, Fredrik Massing, holl ett anférande och besvarade darefter fragor

fran aktiedgare.

§ 7 Foredragning av moderbolagets framlagda arsredovisning och
revisionsberiattelse samt av koncernredovisning och
koncernrevisionsberattelse.

Styrelsens ordférande, Simon de Chéteau, holl ett anférande om styrelsens arbete under 2025.

Moderbolagets arsredovisning och revisionsberattelse, samt Prisma Properties-koncernens
arsredovisning och revisionsberattelse, for rakenskapsaret 2025 framlades.

Bolagets huvudansvarige revisor, Gabriel Novella fran Ernst & Young Aktiebolag, redogjorde for

revisionsarbetet under 2025 samt féredrog revisionsberattelsen.

§ 8 Beslut om faststillelse av moderbolagets resultatrakning och balansrakning
samt av koncernresultatrakning och koncernbalansrakning.

Det beslutades att faststalla den i arsredovisningen intagna resultatrakningen och balansrakningen

for moderbolaget samt resultatrakningen och balansrakningen for Prisma Properties-koncernen
avseende rakenskapsaret 2025.

§ 9 Beslut om disposition betriaffande bolagets vinst enligt den faststallda
balansrakningen.

Arsstamman beslutade i enlighet med styrelsens férslag att ingen utdelning ska lamnas och att

resultatet ska balanseras i en ny rakning.

§ 10 Beslut om ansvarsfrihet for styrelseledamoéterna och verkstéllande direktoren.

Arsstamman beslutade att bevilja var och en av styrelsens ledaméter och den verkstéllande

direktoren ansvarsfrihet for rakenskapsaret 2025. Det antecknades att samtliga i beslutet deltagande

aktieagare bitratt beslutet.

Det noterades att berérda personer i den man de var upptagna i rostlangden inte deltog i beslutet

savitt avser dem sjalva.

§ 11 Valberedningens redogorelse for sina forslag till arsstamman samt

valberedningens motiverade yttrande avseende sitt forslag till styrelse.

Valberedningens ordférande, Stefan Albinsson, foredrog valberedningens redogorelse for sina
forslag till arsstamman samt valberedningens motiverade yttrande avseende sitt forslag till styrelse.
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§ 12 Faststallande av:

A. Antalet styrelseledamoter.
B. Antalet revisorer och revisorssuppleanter.

A. Arsstamman beslutade, i enlighet med valberedningens forslag, att antalet stammovalda
styrelseledamoéter ska uppga till fem (5) och att inga styrelsesuppleanter ska utses.

B. Arsstamman beslutade, i enlighet med valberedningens férslag, att ett (1) registrerat
revisionsbolag ska utses som revisor samt att inga revisorssuppleanter ska utses.
§ 13 Faststallande av:

A. Arvoden till styrelseledaméter.
B. Arvoden till revisorer.

A. Arsstdamman beslutade, i enlighet med valberedningens forslag, att arvode ska utga enligt

féljande:

. Ersattning till styrelsens ordférande ska utga med 540 000 kr.

. Ersattning till envar av 6vriga styrelseledamoéter ska utga med 270 000 kr.

. Ersattning till ledamater i revisionsutskottet ska utga med hogst totalt 220 000 kr, varav

110 000 kr till revisionsutskottets ordférande och 55 000 kr till dvriga utskottsledamaoter.
. Ersattning till ledamoter i ersattningsutskottet ska utgd med hogst totalt 110 000 kr,
varav 50 000 kr till ersattningsutskottets ordférande och 30 000 kr till 6vriga ledamoéter.

Det noterades att styrelsens ordférande Simon de Chéateau och styrelseledamot Jacob Annehed har
avboijt arvoden for styrelse- och utskottsarbete.

B. Arsstamman beslutade, i enlighet med valberedningens forslag, att arvode till bolagets revisor
ska utga I6pande enligt godkand rakning.

§ 14 Val av styrelseledamoter.

Arsstamman beslutade, i enlighet med valberedningens férslag, om omval av Simon de Chateau,

Jacob Annehed, Pontus Enquist, Anna-Greta Sjoberg och Caroline Tivéus.

§ 15 Val av styrelseordférande.

Arsstamman beslutade, i enlighet med valberedningens férslag, om omval av Simon de Chéateau

som styrelseordférande.

§ 16 Val av revisor.

Arsstamman beslutade, i enlighet med valberedningens férslag och efter revisionsutskottets

rekommendation, om omval av det registrerade revisionsbolaget Ernst & Young Aktiebolag till

bolagets revisor for tiden intill slutet av nasta arsstdmma. Det antecknades aven att den
auktoriserade revisorn Gabriel Novella kommer att kvarstd som huvudansvarig revisor.
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§ 17 Framlaggande av styrelsens ersittningsrapport for godkdannande.
Arsstamman beslutade att godkénna den framlagda ersattningsrapporten, i enlighet med Bilaga 2.
Det antecknades att beslutet fattats med erforderlig majoritet. Det antecknades vidare att, med

undantag for de aktiedgare som genom postroster meddelat nej-roster, samtliga dvriga i beslutet
deltagande aktieagare bitratt beslutet.

§ 18 Beslut om bemyndigande for styrelsen att besluta om nyemission av aktier,
teckningsoptioner och/eller konvertibler.

Arsstamman beslutade, i enlighet med styrelsens forslag enligt Bilaga 3, att bemyndiga styrelsen att,
vid ett eller flera tillfallen, under tiden fram till ndstkommande arsstdmma, besluta om nyemission av
aktier, teckningsoptioner och/eller konvertibler, med eller utan avvikelse fran aktiedgarnas
foretradesratt.

Det antecknades att beslutet fattats med erforderlig majoritet.

§ 19 Beslut om bemyndigande for styrelsen att besluta om forvarv och overlatelse
av bolagets egna aktier.

Arsstamman beslutade, i enlighet med styrelsens férslag enligt Bilaga 4, att bemyndiga styrelsen att,
vid ett eller flera tillfallen, under tiden fram till ndstkommande arsstdmma, besluta om férvarv och
Overlatelse av bolagets egna aktier.

Det antecknades att beslutet fattats med erforderlig majoritet. Vidare antecknades att samtliga i

beslutet deltagande aktiedgare bitratt beslutet.

§ 20 Beslut om langsiktigt teckningsoptionsprogram genom emission av
teckningsoptioner och godkdannande av overlatelse av teckningsoptioner
(Teckningsoptionsprogram 2026/2029).

Arsstamman beslutade, i enlighet med styrelsens forslag enligt Bilaga 5, att anta ett langsiktigt

teckningsoptionsprogram genom emission av teckningsoptioner och godkannande av 6verlatelse av

teckningsoptioner.

Det antecknades att beslutet fattats med erforderlig majoritet. Vidare antecknades att samtliga i
beslutet deltagande aktiedgare bitratt beslutet.

§ 21 Arsstimmans avslutande.

Det konstaterades att alla punkter pad dagordningen for arsstamman var behandlade varpa
arsstamman forklarades avslutad.
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Vid protokollet: Justeras:

Maria Boudrie Simon de Chéateau

Oscar Bergman

Johannes Wingborg
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Bilaga 1

| protokollet fran arsstamman 2026 ar rostlangd vid stamman (Bilaga 1) utelamnad.



PRISMAN Bilaga 2

PROPERTIES

Ersattningsrapport for Prisma Properties AB for rakenskapsaret
2025

1. Introduktion

Denna ersattningsrapport beskriver hur Prisma Properties AB:s riktlinjer for ersattning till
ledande befattningshavare har tillampats under rakenskapsaret 2025. Ersattningsriktlinjerna
antogs av arsstamman 2024.

Rapporten har uppréattats i enlighet med 8 kap. 53 a och b §§ aktiebolagslagen (2005:551)

och Regler om ersattningar till ledande befattningshavare och om incitamentsprogram som
forvaltas av Aktiemarknadens Sjalvregleringskommitté. Information enligt 5 kap. 40-44 §§

arsredovisningslagen (1995:1554) aterfinns i not 9 i Prisma Properties AB:s arsredovisning
for 2025.

Styrelsen har under rakenskapsaret 2025 etablerat ett ersattningsutskott. Innan
ersattningsutskottet etablerades fullgjorde styrelsen i sin helhet de uppgifter som ankommer
pa ett ersattningsutskott. Information om styrelsens arbete avseende fullgérandet av
ersattningsutskottets uppgifter respektive ersattningsutskottet arbete under 2025 finns i
bolagsstyrningsrapporten pa sidorna 32-35 i Prisma Properties AB:s arsredovisning for 2025.

Styrelsearvode omfattas inte av denna rapport. Sadant arvode beslutas arligen av
arsstdmman och redovisas i not 9 i arsredovisningen.

Rapporten syftar till att ge en transparent redovisning av ersattningsstrukturen och dess
koppling till Prisma Properties AB:s strategi och langsiktiga vardeskapande, samt, dver tid,
en jamforelse av VD:s och Vice VD:s ersattning med bolagets finansiella utveckling.

2, Bolagets utveckling under 2025

En sammanfattning éver bolagets 6vergripande resultat och utveckling presenteras pa
sidorna 36-37 i arsredovisningen for 2025.

3. Bolagets ersattningsriktlinjer: tillampningsomrade, andamal och
avvikelser

En forutsattning for en framgangsrik implementering av bolagets affarsstrategi och
tillvaratagandet av dess langsiktiga intressen, inklusive dess hallbarhet, ar att bolaget kan
attrahera och behalla kompetenta och kvalificerade medarbetare. Bolagets ersattnings-
riktlinjer maojliggor att ledande befattningshavare kan erbjudas en konkurrenskraftig
totalersattning. Enligt ersattningsriktlinjerna ska ersattningen till ledande befattningshavare
vara marknadsmassig och far besta av féljande komponenter: fast 16n, rorlig kontant-
ersattning, mojlighet att delta i langsiktiga, aktiebaserade incitamentsprogram, tjanstepension
och évriga sedvanliga formaner, samt I6n och dvriga gallande férmaner under uppsagnings-
tiden. Vidare kan ytterligare ersattning utga vid extraordinara omstandigheter, forutsatt att
sadana extraordinara arrangemang endast tillampas pa individniva, antingen i syfte att
rekrytera eller behalla befattningshavare, eller som ersattning for extraordinara arbets-
insatser utdver personens ordinarie arbetsuppgifter.
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Riktlinjerna finns pa sidan 33-34 i arsredovisningen fér 2025 och pa
https://prismaproperties.se/investerare/bolagsstyrning/ersattningar. Bolaget har under 2025
foljt de tillampliga ersattningsriktlinjerna som antagits av bolagsstdmman. Principen om
ytterligare ersattning vid extraordinara omstandigheter har anvants i ett fall. Revisorns
yttrande 6ver bolagets efterlevnad av riktlinjerna finns tillgangligt pa
[https://prismaproperties.se/investerare/bolagsstyrning/bolagsstamma/] senast tre veckor
fore arsstamman 2026. Ingen ersattning har kravts tillbaka.

Utdver den ersattning som omfattas av ersattningsriktlinjerna har bolagets bolagsstdmma
beslutat att inféra langsiktiga aktierelaterade incitamentsprogram. Beslut om det forsta
langsiktiga aktierelaterade incitamentsprogrammet antogs under rakenskapsaret 2024
("Teckningsoptionsprogram 2024/2027”) och det andra antogs under rakenskapsaret 2025
("Teckningsoptionsprogram 2025/2028").

4. VD:s och Vice VD:s ersattning 2025
Ersattningen till Prisma Properties VD och Vice VD har under 2025 bestatt av foljande.

41 Fast grundion

VD har en arlig fast grundlén om 2 640 tkr vilken bedéms vara marknadsmassig och utgor 65
procent av den totala ersattningen. Vice VD utnamndes den 1 december och hade fér
december 2025 en 16n pa 145 tkr vilkken bedéms vara marknadsmassig och utgér 65 procent
av den totala ersattningen.

4.2 Rorlig kortfristig malbaserad ersattning

VD och Vice VD éar berattigade till rorlig ersattning baserad pa forutbestdmda mal relaterade
till finansiella och operationella prestationer. De operationella prestationerna inkluderar
forbattring av férvaltningsresultatet, implementering av hallbarhetsstrategier samt
uppbyggnad av Prisma Properties AB:s organisation. Formerna for den rorliga ersattningen
antogs forsta gangen 2024 och utbetalades for forsta gangen 2025. Under 2025 uppgick den
innestaende rorliga ersattningen till 660 tkr for VD och 48 tkr for Vice VD, motsvarande 16
respektive 21 procent av den totala ersattningen. Den innestdende ersattningen for 2025
kommer att utbetalas 2026. Vice VD tilltradde den 1 december 2025, varfér angivna belopp
for 2025 endast avser en manad.

4.3 Optionsprogram

VD och Vice VD deltar i Teckningsoptionsprogram 2024/2027, vilket antogs vid en extra
bolagsstdmma den 12 juni 2024. Inom ramen fér programmet far VD forvarva 1 343 198
teckningsoptioner och Vice VD foérvarva 167 902 teckningsoptioner som ger ratt att teckna
aktier i bolaget till en kurs motsvarande 120 % av den volymvagda genomsnittskursen for
aktien under matperioden i juni 2024. Teckningsoptionerna kan utnyttjas under en period om
tre manader efter att en intjanandeperiod om tre ar fran utgivandet av teckningsoptionerna
har 16pt ut.

VD och Vice VD deltar aven i Teckningsoptionsprogram 2025/2028, vilket antogs vid
arsstamman den 23 april 2025. Inom ramen for programmet far VD férvarva 1 000 000
teckningsoptioner och Vice VD foérvarva 262 500 teckningsoptioner som ger ratt att teckna
aktier i bolaget till en kurs motsvarande 120 % av den volymvagda genomsnittskursen for
aktien under matperioden i april-maj 2025. Teckningsoptionerna kan utnyttjas under en
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period om tre manader efter att en intjdnandeperiod om tre ar fran utgivandet av
teckningsoptionerna har 16pt ut.

Programmen syftar till att starka incitament for langsiktigt aktiedagarvarde.

4.4 Pension
VD:s och Vice VD:s pensionsvillkor ar i enlighet med praxis pa svensk marknad.

4.5 Ovriga férmaner

Uppséagningsldn och avgangsvederlag féljer anstaliningskontraktet. Ovriga formaner utgor ett
begransat varde.

Tabell 1 - Uppdelning av VD:s och Vice VD:s ersittning 2025'

Komponent VD Belopp (TKR) Vice VD Belopp (TKR)
Grundlén 2640 145
Roérlig ersattning? 660 48
Pension 651 31
Ovriga férméaner 113 0
Totalt 4064 224
Andel fast/rorlig 84/16 79/21

Tabell 2 - Jamférelse av VD:s ersittning och bolagets resultatutveckling?®

Ar VD:s Vice VD:s | Periodens Forvaltnings- | Genomsnittlig
ersittning ersittning | resultat resultat? ersittning ovriga
(TKR) (TKR)' (MKR) anstéllda (TKR)
2025 | 4 064 (+25%) 224 | 350 (+872%) 221 (+42%) 1380 (-24%)
2024 | 3248 -| 36 156 1805

4.6 Tillampning av kriterier for rorlig ersattning for rakenskapsaret 2025

Kriterierna for rorlig ersattning till VD och Vice VD har tillampats i enlighet med den av
styrelsen faststallda affarsplanen och ar utformade for att framja Prisma Properties
langsiktiga vardeskapande samt for att sakerstalla att incitamenten ar i linje med
aktiedgarnas intressen. Ersattningen baseras pa en kombination av finansiella, strategiska,
operativa och hallbarhetsrelaterade mal.

" Vice VD tilltradde rollen som Vice VD den1 december 2025, belopp avser endast en manad

2 Avser rorlig ersattning intjanad under 2025, som betalas ut under 2026

3 Prisma Properties AB:s forsta ersattningsrapport upprattades for rakenskapsaret 2024, vice VD tilltradde i dec 2025
4 Justerat férvaltningsresultat exklusive jamforelsestérande poster och valutakurseffekter
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5. Aktierelaterade incitamentsprogram
Prisma Properties har tva (2) utestdende aktierelaterade incitamentsprogram.

5.1 Teckningsoptionsprogram 2024/2027

Den 12 juni 2024 beslutade en extra bolagsstamma i Prisma Properties AB att emittera
teckningsoptioner av serie 2024/2027 till bolagets VD, ledande befattningshavare och hégst
atta andra anstallda i Prisma Properties AB ("Deltagarna”).

Totalt emitterades 2 850 600 teckningsoptioner i Teckningsoptionsprogram 2024/2027 till
elva (11) Deltagare till marknadsvarde. Antalet erbjudna teckningsoptioner per Deltagare var
beroende av Deltagarens position och ansvar inom koncernen.

Teckningsoptionerna i Teckningsoptionsprogram 2024/2027 kan utnyttjas under en period
om tre manader efter att en intjanandeperiod om tre ar fran utgivandet av tecknings-
optionerna har I6pt ut. Styrelsen har dock ratt att férlanga utnyttjandeperioden fér samtliga
Deltagare under en manad om en Deltagare pa grund av tillampliga regler inte kan utnyttja
teckningsoptionerna under den ursprungliga utnyttjiandeperioden.

En teckningsoption kan utnyttjas for att teckna en (1) aktie i Prisma Properties AB under
teckningsperioden. Ldsenpriset for teckningsoptioner av serie 2024/2027 motsvarar 120
procent av den volymvagda genomsnittskursen for Prisma Properties AB aktie pa Nasdaq
Stockholm under perioden fran den 18 juni 2024 till och med den 25 juni 2024 (varvid den
framraknade teckningskursen avrundas till ndrmaste helt tiotal 6re och fem (5) 6re avrundas

uppat).

Villkoren for teckningsoptionerna innehaller sedvanliga omrakningsbestdmmelser, bland
annat for utdelningar som gors fore l6sentidpunkten for teckningsoptionerna. Bolaget har
aven forbehallit sig ratten att aterkdpa teckningsoptioner, bland annat om Deltagarens
anstallning i bolaget avslutas.

5.2 Teckningsoptionsprogram 2025/2028

Den 23 april 2025 beslutade arsstamman i Prisma Properties AB att emittera
teckningsoptioner av serie 2025/2028 till bolagets VD, 6vriga ledande befattningshavare (fem
stycken) och hdgst tolv (12) andra anstallda i Prisma Properties AB ("Deltagarna”).

Totalt emitterades 2 505 000 teckningsoptioner i Teckningsoptionsprogram 2025/2028 till 15
Deltagare till marknadsvarde. Antalet erbjudna teckningsoptioner per Deltagare var beroende
av Deltagarens position och ansvar inom koncernen.

Teckningsoptionerna i Teckningsoptionsprogram 2025/2028 kan utnyttjas under en period
om tre manader efter att en intjanandeperiod om tre ar fran utgivandet av tecknings-
optionerna har 16pt ut. Styrelsen har dock ratt att forlanga utnyttjandeperioden for samtliga
Deltagare under en manad om en Deltagare pa grund av tillampliga regler inte kan utnyttja
teckningsoptionerna under den ursprungliga utnyttjandeperioden.

En teckningsoption kan utnyttjas for att teckna en (1) aktie i Prisma Properties AB under
teckningsperioden. Ldsenpriset for teckningsoptioner av serie 2025/2028 motsvarar 120
procent av den volymvagda genomsnittskursen for Prisma Properties AB aktie pa Nasdaq
Stockholm under perioden fran den 28 april 2025 till och med den 5 maj 2025 (varvid den
framraknade teckningskursen avrundas till ndrmaste helt tiotal 6re och fem (5) 6re avrundas

uppat).
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Villkoren for teckningsoptionerna innehaller sedvanliga omrakningsbestdmmelser, bland
annat for utdelningar som gors fore I6sentidpunkten fér teckningsoptionerna. Bolaget har
aven forbehallit sig ratten att aterkdpa teckningsoptioner, bland annat om Deltagarens
anstallning i bolaget avslutas.

6. Slutsats

Baserat pa ersattningsutskottets utvardering av verkstallande direktérens ersattning har
styrelsen kommit fram till att nuvarande ersattningsstruktur och ersattningsniva ar lampliga,
marknadsmassiga, fortsatt konkurrenskraftiga och framjar Prisma Properties AB:s
affarsstrategi, langsiktiga intressen och hallbarhet.

Styrelsen bedémer att VD:s och Vice VD:s ersattning 2025 har varit val avvagd och i linje
med bolagets langsiktiga mal. De riktlinjer for ersattning som faststalldes av arsstdmman
2025 har foljts, och ersattningsstrukturen anses stédja Prisma Properties AB:s mal att
attrahera och behalla nyckelkompetens samt skapa varde for aktieagarna.

Stockholm i mars 2026
Prisma Properties AB

Styrelsen
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PRISMAN Bilaga 3

PROPERTIES

Prisma Properties AB — Styrelsens forslag till beslut om
bemyndigande for styrelsen att besluta om nyemission av aktier,
teckningsoptioner och/eller konvertibler — punkt 18

Styrelsen foreslar att arsstamman beslutar att bemyndiga styrelsen att, vid ett eller flera
tillfallen, under tiden fram till ndstkommande arsstdmma, besluta om nyemission av aktier,
teckningsoptioner och/eller konvertibler, med eller utan avvikelse fran aktieagarnas
foretradesratt.

Det totala antalet aktier som kan komma att emitteras med stod av bemyndigandet genom
nyemission av aktier, utnyttjande av teckningsoptioner eller konvertering av konvertibler far
innebara en 6kning om hogst tjugo (20) procent av aktiekapitalet baserat pa aktiekapitalet i
Bolaget vid tidpunkten for arsstamman.

Betalning ska, férutom genom kontant betalning, kunna ske med apportegendom eller genom
kvittning, eller eljest med villkor.

Nyemission av aktier, teckningsoptioner och/eller konvertibler som sker med avvikelse fran
aktiedgarnas foretradesratt ska ske till marknadsmassig teckningskurs, innefattande
marknadsmassig emissionsrabatt i forekommande fall. Om nyemission sker med avvikelse
fran aktieagarnas foretradesratt mot kontant vederlag, ska nyemissionen ske genom ett
accelererat book building-férfarande, och far i sa fall innebara en 6kning om hdogst tio (10)
procent av aktiekapitalet baserat pa aktiekapitalet i Bolaget vid tidpunkten for arsstamman.

Syftet med bemyndigandet ar att mojliggora betalning, helt eller delvis, genom emission av
finansiella instrument i samband med eventuella férvarv av bolag, verksamheter eller tillgangar
som Bolaget kan komma att genomféra, och att ge styrelsen flexibilitet i arbetet med att
sakerstalla att Bolaget pa ett andamalsenligt satt kan tillféras kapital for finansieringen av
verksamheten.

Styrelsen foreslar vidare att arsstamman beslutar att den verkstallande direktoren, eller den
som den verkstallande direktdren utser, ska ha ratt att vidta de smarre justeringar i
bolagsstdmmans beslut som kan visa sig erforderliga i samband med registrering vid
Bolagsverket eller pa grund av andra formella krav.

For giltigt beslut fordras att beslutet bitrdads av aktiedgare representerande minst tva
tredjedelar (2/3) av saval de avgivna rosterna som de vid stamman foretradda aktierna.

Stockholm i mars 2026
Prisma Properties AB

Styrelsen

(1)
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PRISMA Bilaga 4

PROPERTIES

Prisma Properties AB — Styrelsens forslag till beslut om
bemyndigande for styrelsen att besluta om forvarv och overlatelse
av bolagets egna aktier — punkt 19

Styrelsen foreslar att arsstdmman beslutar att bemyndiga styrelsen att, under tiden intill nasta
arsstdmma, besluta om forvarv av Bolagets egna aktier pa foljande villkor:

1.

Forvarv far ske av hogst s& manga aktier att Bolaget efter varje forvarv innehar
hogst tio procent (10%) av samtliga aktier i Bolaget.

Forvarv far ske genom handel pa Nasdaqg Stockholm.

Forvarv pa Nasdaq Stockholm far endast ske till ett pris per aktie som ligger inom
det vid var tid registrerade kursintervallet, dvs. intervallet mellan hogsta kdpkurs och
lagsta saljkurs.

Betalning for aktierna ska erlaggas kontant.
Forvarv av aktier far ske vid ett eller flera tillfallen.

Styrelsen bemyndigas besluta om 6vriga villkor fér foérvarv av Bolagets egna aktier
i enlighet med bemyndigandet.

Styrelsen foreslar vidare att arsstdmman beslutar att, under tiden intill nasta arsstamma,
bemyndiga styrelsen att besluta om Overlatelse av Bolagets egna aktier pa féljande villkor:

1.

Overlatelse far ske med hogst det totala antalet egna aktier som Bolaget vid var tid
innehar.

Overlatelse av aktier far ske pa eller utanfér Nasdaq Stockholm, innefattande en
ratt att besluta om avvikelse fran aktiedgarnas foretradesratt.

Overlatelse av aktier pa Nasdaq Stockholm ska ske till ett pris per aktie som ligger
inom det vid var tid registrerade kursintervallet, varmed avses intervallet mellan
hdgsta kdpkurs och lagsta saljkurs.

Overlatelse av aktier utanfér Nasdaq Stockholm ska ske till ett marknadsmassigt
pris, varvid en marknadsmassig rabatt i férhallande till bérskurs far tillampas, i
kontanter eller varde pa erhallen egendom.

Overlatelse av aktier far ske vid ett eller flera tillfallen.

Styrelsen bemyndigas besluta om évriga villkor fér férvarv av Bolagets egna aktier
i enlighet med bemyndigandet.

Syftet med ovanstaende bemyndiganden ar att ge styrelsen mojlighet att anpassa och forbattra
Bolagets kapitalstruktur och darigenom skapa ytterligare varde for aktiedgarna samt for att
Bolaget pa ett tidseffektivt satt ska kunna erlagga betalning med egna aktier i samband med
eventuella forvarv av fastigheter och/eller foretag som Bolaget kan komma att genomféra.
Syftet med bemyndigandet ar dven att kunna anvanda férsaljningslikviden efter genomférd
Overlatelse av egna aktier i samband med exempelvis investeringar i egna pagaende eller

1(2)
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framtida projekt samt eventuella forvarv av fastigheter eller féretag som Bolaget kan komma
att genomfoéra.

For giltigt beslut fordras att beslutet bitrdds av aktieagare representerande minst tva
tredjedelar (2/3) av saval de avgivna rosterna som de vid stamman foretradda aktierna.

Stockholm i mars 2026
Prisma Properties AB

Styrelsen

2(2)
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PRISMA Biaga'

PROPERTIES

Prisma Properties AB — Styrelsens forslag till beslut om langsiktigt
teckningsoptionsprogram genom emission av teckningsoptioner
och godkannande av overlatelse av teckningsoptioner — punkt 20

Styrelsen foreslar att arsstdmman beslutar om ett langsiktigt teckningsoptionsprogram
("Teckningsoptionsprogram 2026/2029”) genom emission av teckningsoptioner och
godkannande av Overlatelse av teckningsoptioner i enlighet med nedan.

Bakgrund och motiv

Styrelsen anser att det ligger i Bolagets och aktieagarnas intresse att ledningspersoner och
andra anstallda i Bolaget engageras i Bolagets utveckling genom att erbjudas
teckningsoptioner. Motiven till forslaget ar att bidra till mdjligheterna att behalla och
attrahera nyckelkompetens samt att 6ka motivationen for ledande befattningshavare och
andra anstallda i Bolaget genom att bli involverade och arbeta for en positiv vardedkning
av Bolagets aktier under perioden som omfattas av Teckningsoptionsprogram 2026/2029.
Genom det aktuella forslaget ges de anstéllda i Bolaget mdjlighet att erhalla vinst pa sina
investeringar som ar relaterad till och beroende av den vardetillvaxt de medverkar till att
skapa.

Mot bakgrund av villkoren, storleken pa tilldelning och andra omstandigheter, anser
styrelsen att Teckningsoptionsprogram 2026/2029, i enlighet med nedan, ar skaligt och
fordelaktigt for Bolaget och dess aktieagare.

Om styrelsen finner det lampligt och aktiebolagslagens krav harfér ar uppfyllda kan
styrelsen, vid tidpunkten for utnyttjandet av teckningsoptionerna, besluta om att erbjuda
deltagarna i Teckningsoptionsprogram 2026/2029 kontantfri 16sen genom aterkép av
teckningsoptioner till marknadsvarde.

Styrelsens forslag till beslut om implementering av Teckningsoptions-
program 2026/2029 och emission av teckningsoptioner

Styrelsen foreslar att arsstdmman beslutar att emittera teckningsoptioner och implementera
Teckningsoptionsprogram 2026/2029 i enlighet med féljande villkor:

Teckningsoptionsprogram 2026/2029 ska besta av hogst 2 505 000 teckningsoptioner.
Styrelsen foreslar darfor att arsstamman beslutar om emission av hogst 2 505 000
teckningsoptioner av serie 2026/2029.

Ratt att teckna teckningsoptioner som omfattas av Teckningsoptionsprogram 2026/2029
ska, med avvikelse fran aktieagarnas foretradesratt, tilkomma Bolaget. Skalet till avvikelsen
fran aktieagarnas foretradesratt ar att implementera ett langsiktigt incitamentsprogram for
ledande befattningshavare och andra anstallda i Prisma Properties.

Teckningsoptionerna i Teckningsoptionsprogram 2026/2029 har en I6ptid om cirka tre (3)
ar. Varje teckningsoption av serie 2026/2029 berattigar till teckning av en (1) aktie i Prisma
Properties AB, under perioden fran och med den 18 maj 2029 till och med den 17 augusti
2029, varvid styrelsen i Bolaget i enskilda fall ska ha ratt att férlanga utnyttjandeperioden
for samtliga deltagare till och med den 17 september 2029, om deltagaren pa grund av
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tillamplig insiderlagstiftning inte kan utnyttja teckningsoptionerna under den ursprungliga
utnyttjandeperioden.

Nyteckning av aktier med stdd av teckningsoptionerna under perioden fran och med den 18
maj 2029 till och med den 17 augusti 2029 ("Teckningsperioden”) ska ske till ett pris per
aktie ("Teckningskurs”’) som wuppgar till 120 procent av den volymvagda
genomsnittskursen for Prisma Properties AB:s aktie pa Nasdaqg Stockholm under perioden
fran den 4 maj 2026 till och med den 11 maj 2026 ("Matkursen”) (varvid den framraknade
Teckningskursen ska avrundas till ndrmaste helt tiotal 6re och fem (5) 6re ska avrundas

uppat).

Teckningskursen far inte faststallas till under aktiens kvotvarde. For det fall att I6senpriset
Overstiger aktiernas kvotvarde ska den del av l6senpriset som o6verstiger aktiernas
kvotvarde tillféras den fria Overkursfonden. Om Bolagets genomsnittliga aktiekurs,
beraknad pa det satt som anges i de fullstandiga villkoren for teckningsoptionerna, i
samband med nyteckning av aktier med utnyttjande av teckningsoptionerna overstiger 50
kronor ("Takkursen”) ska tillampas ett omraknat lagre antal aktier som varje
teckningsoption berattigar till teckning av.

Teckningskursen och antalet aktier som varje teckningsoption av serie 2026/2029 berattigar
till kan bli féremal for omrakning till foljd av en aktiesplit, sammanlaggning av aktier,
nyemission, och liknande atgarder, varvid omrakningsvillkoren i de fullstandiga villkoren for
teckningsoptionerna ska tillampas. Om teckningsoptionerna utnyttjas till fullo kommer
aktiekapitalet att oka med 10 601,096179 kronor. Overteckning far inte ske. For fullstandiga
villkor, se Bilaga A och Bilaga B.

For att underlatta utnyttjandet av teckningsoptioner ska deltagarna kunna begéara sa kallad
"nettostrike", innebarande att endast kvotvardet betalas per aktie, samtidigt som antalet
aktier som levereras till deltagare reduceras, for att pa sa satt uppna vardemassig
neutralitet, enligt vad som narmare framgar av de fullstandiga villkoren.

Teckningsoptionerna ska emitteras till Bolaget vederlagsfritt. Teckning ska ske senast den
30 april 2026. Styrelsen ager dock ratt att férlanga teckningsperioden.

Styrelsens forslag till beslut om godkdnnande av Overlatelse av
teckningsoptioner

Styrelsen foreslar att arsstamman beslutar att godkanna Bolagets Overlatelse av
teckningsoptioner till deltagare i Teckningsoptionsprogram 2026/2029 i enlighet med
foéljande villkor:

Styrelsen foreslar att arsstamman beslutar att godkanna 6verlatelse av hogst 2 505 000
teckningsoptioner till deltagare i Teckningsoptionsprogram 2026/2029, vilket innefattar
Bolagets ledande befattningshavare och andra anstéllda i Bolaget. Overlatelse av
teckningsoptioner till deltagare i Teckningsoptionsprogram 2026/2029 ska ske i enlighet
med foljande riktlinjer:

Kategori | Deltagare Antal erbjudna teckningsoptioner per
person
1 CEO 1000 000
2 Vice CEO 355 000
2
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Ovriga medlemmar i koncernledningen 130 000 per person
(antal: 4)
Totalt inom kategorin: 875 000
(355 000 + 520 000)
3 Ovriga anstéllda (antal: 12) 52 500 per person
Totalt inom kategorin: 630 000
Totalt: 2 505 000 teckningsoptioner

Om teckningsoptioner av serie 2026/2029 kvarstar efter att samtliga anmalningar om
forvarv av teckningsoptioner tillgodosetts i forhallande till det antal som framgar i kategori 2
och 3 ovan, ska kvarstdende antal kunna tilldelas deltagare inom kategori 2 och 3
oberoende av kategori. Sadan ytterligare tilldelning av teckningsoptioner till deltagare inom
kategori 2 och 3 far dock maximalt uppga till 50 procent i forhallande till det antal
teckningsoptioner som framgar av tabellen ovan. Bolagets styrelse beslutar om slutlig
tilldelning.

Antalet erbjudna teckningsoptioner per deltagare ar beroende av deltagarens position och
ansvar inom koncernen. Deltagare far aven, efter godkdannande av Bolaget, tilldelas
teckningsoptioner genom ett av deltagaren kontrollerat bolag, och det som sags om
deltagare nedan galler i sadana fall pa motsvarande satt for sadant kontrollerat bolag.

Teckningsoptionerna ska 6verlatas till deltagarna i Teckningsoptionsprogram 2026/2029
mot kontant betalning motsvarande marknadsvardet, beraknat enligt Black & Scholes
varderingsformel av en av Bolaget anlitad oberoende varderingsfirma, Svalner Skatt &
Transaktion KB, baserat pa Matkursen, omedelbart efter utgangen av matperioden (den 11
maj 2026). En exemplifierande Black & Scholes-berakning baserad pa ett antagande om
ett fran den 19 mars 2026 oférandrat aktiepris om 24,5 kronor ger ett optionsvarde om 2,67
kronor per teckningsoption, varvid féljande antagna parametrar har anvants i Black &
Scholes-berakningen:

Teckningskurs: 29,6 kronor (120 % av volymvagda genomsnittliga aktiepriset om
24,7 kronor)

Riskfri ranta: 2,37 %
Volatilitet: 24 %
Loptid (ar): 3,3
Takkurs: 50 kronor

Berakningen har endast ett exemplifierande syfte och optionsvardet enligt den slutliga
berdkning som kommer att utféras av Svalner Skatt & Transaktion omedelbart efter
utgangen av matperioden, den 11 maj 2026, kan komma att avvika fran vad som anges
ovan.

Teckningsoptionerna ska regleras i separata avtal mellan varje deltagare och Bolaget. |
avtalet atar sig deltagaren att endast utnyttja innehavda teckningsoptioner under perioden
18 maj 2029 till och med den 17 augusti 2029. Avtalet reglerar bland annat aven en sa
kallad intjaningsmodell fér programmet, innebarande att teckningsoptioner i
Teckningsoptionsprogram 2026/2029 ska intjanas pa linjar manadsbasis under tre ars
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I6ptid, under vilken 50 % av teckningsoptionerna i Teckningsoptionsprogram 2026/2029 ska
intjanas under de forsta 24 manaderna av teckningsoptionsprogrammets I6ptid och 50 %
av teckningsoptionerna i Teckningsoptionsprogram 2026/2029 ska intjdnas under de
aterstaende 12 manaderna.

Intjdnande av teckningsoptionerna ska pa vissa villkor accelereras och tiden for teckning
kan, under vissa forutsattningar, tidigarelaggas om en fusion genomfors vid vilken Bolaget
fusioneras in i ett annat bolag eller vid handelse av ett offentligt uppkdpserbjudande
avseende aktier i Bolaget. | avtalet forbehaller sig dven Bolaget ratten att, under vissa
forutsattningar, forvarva teckningsoptionerna fran deltagaren om dennes anstéllning i
Bolaget upphér eller om deltagaren bryter mot sitt anstallningsavtal eller
teckningsoptionsavtalet. Sadant forvarv ska, beroende pa omstandigheterna som
foranleder forvarvet, ske till teckningsoptionernas marknadsvarde eller det lagre av
anskaffningsvardet och teckningsoptionernas marknadsvarde. Ratten for Bolaget att
aterkopa teckningsoptionerna forfaller, med undantag for aterkdép i samband med
avskedande, uppsagning av personliga skal och deltagarens vasentliga avtalsbrott mot sitt
anstallningsavtal eller teckningsoptionsavtalet, den 18 maj 2029. Avtalen kommer i évrigt
att innehalla sedvanliga villkor.

Styrelsen ska ansvara for utformningen och hanteringen av Teckningsoptionsprogram
2026/2029 inom ramen for ovan angivna villkor. Om styrelsen bedomer att det ligger i
Bolagets intresse att avvika fran bestammelserna om aterkdp av teckningsoptioner i ett
enskilt fall, ska styrelsen aga ratt att gora en sadan avvikelse.

Utspadningseffekt och kostnader, m.m.

Styrelsens forslag till beslut om emission av teckningsoptioner innebar en utspadningseffekt
motsvarande maximalt cirka 1,5 procent av aktierna och rosterna i Bolaget om de
féreslagna teckningsoptionerna utnyttjas till fullo. Utspadningseffekten ar berdknad som
relationen mellan (i) de tilkommande aktierna som teckningsoptionerna kan komma att
utnyttjas foér, och (ii) antalet nuvarande aktier och de tillkommande aktierna som
teckningsoptionerna kan komma att utnyttjas for. Utspadningseffekten av
teckningsoptionerna kan komma att paverka nyckeltal per aktie i enlighet med tillamplig
redovisningsstandard.

Styrelsens bedémning ar att Teckningsoptionsprogram 2026/2029 kommer att féranleda
kostnader huvudsakligen relaterade till arvode till externa radgivare och administration av
programmet, som beddms bli begransade. Priset vid dverlatelse av teckningsoptionerna till
deltagarna kommer att vara marknadsmassigt, vilket innebar att det inte uppkommer nagra
sociala avgifter for Bolaget i samband med emissionen av teckningsoptionerna.

Tidigare incitamentsprogram i Prisma Properties

Bolaget har tva (2) pagaende incitamentsprogram (Teckningsoptionsprogram 2024/2027
och Teckningsoptionsprogram 2025/2028). For en beskrivning av
Teckningsoptionsprogram  2024/2027 hanvisas till Bolagets arsredovisning for
rakenskapsaret 2024 samt Bolagets ersattningsrapport for 2024. Foér en beskrivning av
Teckningsoptionsprogram  2025/2028 hanvisas till Bolagets arsredovisning for
rakenskapsaret 2025 samt Bolagets ersattningsrapport for 2025.

Beredning av forslaget

Teckningsoptionsprogram 2026/2029 har beretts av ersattningsutskottet under varen 2026,
tillsammans med externa radgivare och efter konsultation med Bolagets aktiedgare. Ingen
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av deltagarna i Teckningsoptionsprogram 2026/2029 har haft ett vasentligt inflytande 6ver
den slutliga utformningen av Teckningsoptionsprogram 2026/2029.

Majoritetskrav

Styrelsens forslag att godkanna Teckningsoptionsprogram 2026/2029 och emittera
teckningsoptioner samt godkanna &verlatelse av teckningsoptioner kraver att beslutet
bitrdds av aktiedgare som representerar minst nio tiondelar (9/10) av saval de avgivna
rosterna som de aktier som ar foretradda pa bolagsstamman.

Stockholm i mars 2026
Prisma Properties AB

Styrelsen
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Bilaga A

Styrelsens forslag till beslut om emission av teckningsoptioner
(serie 2026/2029)

For att mojliggora Bolagets leverans av aktier under Teckningsoptionsprogram 2026/2029
foreslar styrelsen att arsstdmman beslutar om emission av hogst 2 505 000
teckningsoptioner, innebarande en 6kning av aktiekapitalet vid fullt utnyttiande med hdgst
10 601,096179 kronor, i enlighet med foljande:

1. Ratt att teckna teckningsoptionerna ska, med avvikelse fran aktiedgarnas
foretradesratt, tillkomma Bolaget. Skalet till avvikelsen fran aktiedgarnas
foretradesratt ar att implementera ett langsiktigt incitamentsprogram for ledande
befattningshavare och andra anstallda i Bolaget.

2. Varje teckningsoption berattigar till teckning av en (1) aktie i Prisma Properties AB
under perioden fran och med den 18 maj 2029 till och med den 17 augusti 2029,
varvid styrelsen i Bolaget i enskilda fall ska ha ratt att férlanga utnyttjandeperioden
for samtliga deltagare till och med den 17 september 2029 om deltagaren pa grund
av tillamplig insiderlagstiftning inte kan utnyttja teckningsoptionerna under den
ursprungliga utnyttjandeperioden.

3. Nyteckning av aktier med stdd av teckningsoptionerna under perioden fran och med
den 18 maj 2029 till och med den 17 augusti 2029 ska ske till ett pris per aktie
("Teckningskurs") som uppgar till 120 procent av den volymvagda
genomsnittskursen for Prisma Properties AB:s aktie pa Nasdaq Stockholm under
perioden fran den 4 maj 2026 till och med den 11 maj 2026 ("Matkursen") (varvid
den framraknade Teckningskursen ska avrundas till narmaste helt tiotal 6re och fem
(5) ore ska avrundas uppat). Teckningskursen far inte faststallas till under aktiens
kvotvarde.

4. For det fall att Teckningskursen overstiger aktiernas kvotvarde ska den del av
I6senpriset som dverstiger aktiernas kvotvarde tillféras den fria dverkursfonden. Om
Bolagets genomsnittliga aktiekurs, beraknad pa det satt som anges i de fullstandiga
villkoren for teckningsoptionerna, i samband med nyteckning av aktier med
utnyttjande av teckningsoptionerna dverstiger 50 kronor ska tillampas ett omraknat
lagre antal aktier som varje teckningsoption berattigar till teckning av.

5. Teckningskursen och antalet aktier som varje teckningsoption berattigar till kan bli
foremal for omrakning till folid av en aktiesplit, sammanlaggning av aktier,
nyemission, och liknande atgarder, varvid omrakningsvillkoren i de fullstandiga
villkoren for teckningsoptionerna ska tillampas.

6. Teckningsoptionerna ska emitteras till Bolaget vederlagsfritt.

7. Teckning ska ske senast 30 april 2026. Styrelsen ager dock ratt att forlanga
teckningsperioden. Overteckning far inte ske.

8. De aktier som tecknas med stdd av teckningsoptionerna ska medféra ratt till
vinstutdelning férsta gangen pa den forsta avstdamningsdag for utdelning som infaller
efter det att teckning av aktier genom utnyttjande av teckningsoptionerna verkstallts.

9. Teckningsoptionerna ska i dvrigt regleras av de villkor som framgar av Bilaga B.
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Bilaga A

10. Styrelseordféranden bemyndigas att vidta de smarre justeringar som kravs for
beslutets registrering vid Bolagsverket.
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Bilaga B

Villkor for teckningsoptioner av serie 2026/2029
1. Definitioner

| foreliggande villkor ska féljande bendmningar ha den innebdrd som angivits
nedan.

"Aktiens Genomsnittskurs” genomsnittlig  volymviktad  betalkurs  for
Bolagets aktie pa Nasdaqg Stockholm, avrundat
till ndrmaste helt tiotal 6re varvid fem (5) 6re ska
avrundas uppat, under en angiven period. |
avsaknad av notering av betalkurs under
perioden ska berakningen istallet baseras pa de
som slutkurs noterade koépkurserna foér varje
dag inom perioden. Dag utan notering av vare
sig betalkurs eller kopkurs ska inte inga i
berakningen.

"teckningsperioden™ Den period under vilken teckning av aktier med
stdéd av teckningsoptionerna far ske enligt de
fullstandiga villkoren (férlangning ej beaktat),
dvs. perioden fran och med den 18 maj 2029 till
och med den 17 augusti 2029.

"bankdag" dag som i Sverige inte ar sdndag eller annan
allman helgdag eller som betraffande betalning
av skuldebrev inte ar likstalld med allman
helgdag;

"Banken" den bank eller annat kontoférande institut som
Bolaget vid var tid har utsett att handha vissa
uppgifter enligt dessa villkor;

"Bolaget” Prisma Properties AB, org.nr. 559378-1700;

"Euroclear" Euroclear Sweden AB eller annan central
vardepappersforvarare enligt lagen (1998:1479)
om vardepapperscentraler och kontofdring av
finansiella instrument;

avser Aktiens Genomsnittskurs under en period

"Faktiskt borskurs™ som anges i punkten 7(b);
"innehavare” varje innehavare av teckningsoption;
"marknadsnotering” handel pa reglerad marknad eller annan

organiserad marknadsplats;

"matkurs" den volymvagda genomsnittskursen for Prisma
Properties AB:s aktie pa Nasdaq Stockholm
under perioden fran och med den 4 maj 2026 till
och med den 11 maj 2026;
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Bilaga B

"teckning" sadan nyteckning av aktier i Bolaget, med
utnyttjande av teckningsoption, som avses i 14
kap. aktiebolagslagen;

"lésenpris™ priset per aktie till vilken teckning av nya aktier
kan ske;
"teckningsoption" ratt att teckna aktie i Bolaget mot betalning i

pengar enligt dessa villkor;

"Teckningsoptionsprogram det langsiktiga teckningsoptionsprogram som
2025/2028" arsstamman den 29 april 2026 beslutat om.

Teckningsoptioner
Antalet teckningsoptioner uppgar till hdgst 2 505 000 stycken.

Bolaget ska utfarda teckningsoptionsbevis stéallda till viss man eller order,
representerande en teckningsoption eller multiplar darav. Bolaget verkstaller pa
begaran av innehavare av teckningsoption utbyte och vaxling av
teckningsoptionsbevis.

Bolagets styrelse ska aga ratt att fatta beslut om att teckningsoptionerna ska
registreras av Euroclear i ett avstamningsregister enligt lagen (1998:1479) om
vardepapperscentraler och kontoféring av finansiella instrument. Fér det fall
sadant beslut inte fattats ska vad som stadgas i fjarde till sjunde stycket nedan
inte galla. For det fall sddant beslut fattats ska vad som stadgas i fjarde till sjatte
stycket nedan galla istallet for vad som stadgas i andra stycket ovan.

Innehavare av teckningsoption ska, efter det att beslut enligt féregaende stycke
fattats, pa Bolagets anmaning vara skyldig att omedelbart till Bolaget eller
Euroclear inldamna  samtliga  teckningsoptionsbevis  representerande
teckningsoptioner samt meddela Bolaget om erforderliga uppgifter om
vardepapperskonto pa vilket innehavarens teckningsoptioner ska registreras
enligt nedan.

Teckningsoptionerna ska registreras av Euroclear i ett avstamningsregister enligt
lagen (1998:1479) om vardepapperscentraler och kontoféring av finansiella
instrument, till féljd varav inga fysiska vardepapper ska utges.

Teckningsoptionerna registreras for innehavares rakning pa konto i Bolagets
avstamningsregister. Registreringar avseende teckningsoptionerna till félid av
atgarder enligt punkt 5, 6, 7 och 11 nedan ska ombesérjas av Banken. Ovriga
registreringsatgarder som avser kontot kan foretas av Banken eller annat
kontoférande institut.

For det fall Bolagets styrelse fattat beslut enligt tredje stycket ovan, ska styrelsen
darefter vara oftrhindrad att, med de begransningar som ma félja av lag eller
annan férfattning, fatta beslut om att teckningsoptionerna inte langre ska vara
registrerade av Euroclear i ett avstamningsregister enligt lagen (1998:1479) om
vardepapperscentraler och kontoféring av finansiella instrument. For det fall
sadant sistnamnda beslut fattats ska vad som stadgas i andra stycket ovan galla
istallet fér vad som stadgas i fjarde till sjatte stycket ovan.
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Ratt att teckna nya aktier

Innehavare ska aga ratt att for varje teckningsoption teckna en (1) ny aktie i
Bolaget till ett I6senpris i kronor som ska faststallas till ett belopp som motsvarar
120 procent av den volymvagda genomsnittskursen fér Prisma Properties AB:s
aktie pa Nasdaq Stockholm under perioden fran den 4 maj 2026 till och med den
11 maj 2026 (varvid den framraknade Teckningskursen ska avrundas till
narmaste helt tiotal 6re och fem (5) 6re ska avrundas uppat). Teckningskursen
far inte faststallas till under aktiens kvotvarde. For det fall att I6senpriset
Overstiger aktiernas kvotvarde ska den del av lésenpriset som &verstiger
aktiernas kvotvarde tillféras den fria éverkursfonden.

Omrakning av Iésenpriset liksom av det antal nya aktier som varje
teckningsoption berattigar till teckning av, kan aga rum i de fall som framgar av
punkt 7 nedan. Om sadan omrakning medfor att l6senpriset kommer att
understiga kvotvardet for aktie i Bolaget, ska l6senpriset dock alltjamt motsvara
aktiens kvotvarde.

Teckning kan endast ske av det hela antal aktier, vartill det sammanlagda antalet
teckningsoptioner berattigar, som en och samma innehavare samtidigt onskar
utnyttja. Vid sadan teckning ska bortses fran eventuell dverskjutande del av
teckningsoption, som salunda inte kan utnyttjas. Sadan 6verskjutande del av
teckningsoption forfaller darvid utan ersattning.

Anmalan om teckning och betalning

Anmalan om teckning av aktier kan aga rum under tiden 18 maj 2029 till och med
den 17 augusti 2029, eller den senare eller tidigare dag som fdljer av punkt 7
nedan. Styrelsen ager dock ratt att forlanga teckningsperioden till och med den
17 september 2029 om deltagaren péa grund av tillamplig insiderlagstiftning inte
kan utnyttja teckningsoptionerna under den ursprungliga utnyttjandeperioden.
Inges inte anmalan om teckning inom i féregaende mening angiven tid, upphor
all ratt enligt teckningsoptionerna att galla.

Vid sadan anmalan ska, for registreringsatgarder, skriftig och ifylld
anmalningssedel enligt faststallt formular inges till Bolaget eller den Bolaget
anvisar. | forekommande fall ska innehavaren samtidigt éverlamna till Bolaget
teckningsoptionsbevis representerande det antal teckningsoptioner som
anmalan om teckning avser. Anmalan om teckning ar bindande och kan e;j
aterkallas av tecknaren.

Vid anmalan om teckning ska betalning erlaggas omedelbart i pengar fér det antal
aktier som anmalan om teckning avser. Betalning ska ske till av Bolaget anvisat
konto.

Inforing i aktieboken m.m.

Under tiden da Bolaget inte &r avstamningsbolag

Efter tilldelning verkstalls teckning genom att de nya aktierna upptas i Bolagets
aktiebok sasom interimsaktier genom Bolagets férsorg. Sedan registrering hos
Bolagsverket &gt rum, upptas de nya aktierna slutligt som aktier i Bolagets
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aktiebok genom Bolagets forsorg. Som framgar av punkt 7 nedan senarelaggs i
vissa fall tidpunkten fér sadant slutligt upptagande.

Under tiden da Bolaget ar avstamningsbolag

Efter tilldelning verkstalls teckning genom att de nya aktierna registreras pa
avstamningskonto sasom interimsaktier. Sedan registrering hos Bolagsverket agt
rum, blir registreringen pa avstamningskonto slutgiltig. Som framgar av punkt 7
nedan senarelaggs i vissa fall tidpunkten for sadan slutlig registrering.

Utdelning pa ny aktie

Vid tiden da Bolaget inte ar avstamningsbolag

Aktie, som tillkommit pa grund av teckning, medfér ratt till sddan utdelning som
beslutas efter det att teckning verkstallts.

Vid tiden da Bolaget ar avstdmningsbolag

Aktie, som tillkommit pa grund av teckning, medfor ratt till utdelning forsta gangen
pa den avstamningsdag for utdelning som infaller narmast efter det att teckning
verkstallts.

Omrakning av I6senpriset, antalet aktier m.m.

Foéljande ska galla betraffande den ratt som ska tillkomma innehavaren i de
situationer som anges i denna punkt 7. Inte i nagot fall ska dock omrakning enligt
bestdmmelserna i denna punkt 7 kunna leda till att teckning kan ske till ett
I6senpris som understiger kvotvardet pa Bolagets aktier.

(a) Om i samband med teckning Aktiens Genomsnittskurs under
teckningstiden Overstiger 50 kronor ("Taket") ska ett omraknat lagre
antal aktier som varje teckningsoption beréattigar till teckning av
tillampas. Omrakningen utfors av Bolaget enligt foljande formel:

omraknat antal foregaende antal aktier som varje teckningsoption
aktier som berattigar till teckning av x (50 minskat med

varje = |Bsenpriset)

teckningsoptio : : : :

n beréttigar till Aktiens Genomsnittskurs under teckningstiden
teckning av minskat med losenpriset

| de fall omrékning sker i enlighet med 6vriga bestdmmelser i denna
punkt 7 ska aven Taket omraknas sa att de ekonomiska effekterna av
vardebegransningen forblir oférandrade i forhallande till det
omraknade antalet aktier som varje teckningsoption berattigar till
teckning av respektive det omraknade I6senpriset.

Innehavare ska ha ratt att begéara omrakning av I6senpris och antalet
aktier som varje teckningsoption berattigar till teckning av enligt mom
(b) nedan (den "Alternativa l6senmodellen"). Innehavare ska
meddela Bolaget om begaran om sadan omrakning. Innehavare ska
endast ha ratt att begara omrakning av Idsenpriset enligt den
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Alternativa I6senmodellen om |6senpriset utan tillampning av den
Alternativa I6senmodellen, ar lagre an Faktisk Borskurs.

Alternativ I6senmodell

Om innehavare begar omrakning enligt detta mom (b) ska innehavare
ha ratt att for varje teckningsoption teckna ett sadant antal aktier som
foljer av detta mom (b), dock aldrig mer an en (1) aktie, med forbehall
fér eventuell omrakning i enlighet med punkten 7 nedan, till ett
I6senpris som motsvarar aktiens kvotvarde.

Omrakning av det antal aktier som varje teckningsoption berattigar till
tecknande av ska utféras av Bolaget enligt féljande formel:

omraknat antal Aktiens Genomsnittskurs under en period om 5
aktier som handelsdagar efter den férsta dagen i

varje = teckningsperioden ("Faktiskt borskurs"),
teckningsoptio minskad med |I6senpriset

n berattigar till

teckning av Faktisk borskurs minskad med aktiens kvotvarde

Aktieteckning med utnyttjande av teckningsoption efter omrakning
enligt detta mom (b) kan ske tidigast fran och med den sjatte
handelsdagen efter den forsta dagen i teckningsperioden under vilken
teckningsoptionerna utnyttjas for teckning.

Om omrakning av I0senpriset och antalet aktier som varje
teckningsoptioner berattigar till teckning av ska ske eller har skett enligt
bestdmmelserna nedan i punkten 7, nar innehavare begar omrakning
med tillampning av formeln for den Alternativa Idsenmodellen, och om
resultatet darvid skulle leda till att den ekonomiska kompensation som
innehavaren erhaller i forhallande till aktiedgarna inte ar skalig, ska
Bolagets styrelse uppdra at en oberoende varderingsman att
genomfdra omrakning i syfte att resultatet blir skaligt.

Bolaget forbinder sig att gentemot varje innehavare svara for att
innehavaren ges réatt att teckna aktier i Bolaget mot kontant betalning
pa hari angivna villkor.

Genomfér Bolaget en fondemission ska teckning — dar anmalan om
teckning gors pa sadan tid, att den inte kan verkstallas senast pa tionde
kalenderdagen fére bolagsstdmma, som beslutar om emissionen —
verkstéllas forst sedan stdmman beslutat om denna. Aktier, som
tillkommit pa grund av teckning verkstalld efter emissionsbeslutet
upptas interimistiskt pa avstamningskonto och ska inte ha ratt att
deltaga i emissionen. Slutlig registrering pa avstamningskonto sker
forst efter avstdmningsdagen for emissionen.

Om Bolaget inte ar avstamningsbolag vid tiden for bolagsstdmmans
beslut om emission, ska aktier som tillkommit pa grund av teckning
som verkstallts vid tidpunkten for bolagsstdmmans beslut ha ratt att
deltaga i emissionen.
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Vid teckning som verkstalls efter beslutet om fondemissionen tillampas
ett omraknat I6senpris liksom en omrakning av det antal aktier som
varje teckningsoption berattigar till teckning av. Omrakningarna utfores
av Bolaget enligt foljande formler:

foregaende I6senpris x antalet aktier fore
omraknat fondemissionen

I6senpris =

antalet aktier efter fondemissionen

omraknat antal foregaende antal aktier som varje teckningsoption
aktier som berattigar till teckning av x antalet aktier fore
varje _ fondemissionen

teckningsoptio : —

n berattigar till antalet aktier efter fondemissionen

teckning av

Enligt ovan omraknat I6senpris och omraknat antal aktier faststalls av
Bolaget snarast mojligt efter bolagsstammans beslut om fondemission
men tillampas forst efter avstamningsdagen for emissionen.

Genomfér Bolaget en sammanlaggning eller uppdelning av_aktierna
ska mom (c) ovan aga motsvarande tillAmpning, varvid som
avstamningsdag ska anses den dag da sammanlaggning respektive
uppdelning, pa Bolagets begaran, sker hos Euroclear.

Genomfér Bolaget en nyemission — med foretradesratt for aktieagarna
att teckna nya aktier mot kontant betalning eller betalning genom
kvittning — ska foljande galla betraffande ratten till deltagande i
emissionen for aktie, som tillkommit pa grund av teckning med
utnyttjande av teckningsoption:

Beslutas emissionen av styrelsen under forutsattning av
bolagsstdmmans  godkd&nnande eller med stéd av
bolagsstdmmans bemyndigande, ska i beslutet om emissionen
anges den senaste dag da teckning ska vara verkstalld for att aktie
som tillkommit genom teckning ska medféra ratt att deltaga i
emissionen. Sadan dag far inte infalla tidigare &an tionde
kalenderdagen efter beslutet.

Beslutas emissionen av bolagsstdmman, ska teckning - som
pakallas pa sadan tid, att teckningen inte kan verkstallas senast
pa tionde kalenderdagen fore den bolagsstdmma som beslutar om
emissionen - verkstallas forst sedan Bolaget verkstallt omrakning
enligt detta mom (e), tredje sista stycket. Aktier, som tillkommit pa
grund av sadan teckning, upptas interimistiskt pa
avstamningskonto och ska inte ha ratt att deltaga i emissionen.
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Om Bolaget inte ar avstamningsbolag vid tiden for bolagsstdmmans
beslut om emission, ska aktier som tillkommit pa grund av teckning
som verkstallts vid tidpunkten for bolagsstdmmans beslut ha ratt att
deltaga i emissionen.

Vid teckning som verkstallts pa sadan tid att ratt till deltagande i
nyemissionen inte uppkommer tilldmpas ett omraknat I6senpris liksom
en omrakning av det antal aktier som varje teckningsoption berattigar
till teckning av. Omrakningarna utféres av Bolaget enligt féljande
formler:

foregaende I6senpris x Aktiens Genomsnittskurs
under den i emissionsbeslutet faststallda
teckningstiden

omraknat =

I6senpris Aktiens Genomsnittskurs under den i
emissionsbeslutet faststallda teckningstiden 6kad
med det pa grundval darav framraknade teoretiska
vardet pa teckningsratten

féregaende antal aktier som varje teckningsoption
berattigar till teckning av x (Aktiens
Genomsnittskurs under den i emissionsbeslutet

= faststallda teckningstiden dkad med det pa
grundval darav framraknade teoretiska vardet pa
teckningsratten)

omraknat antal
aktier som
varje
teckningsoptio
n beréattigar till
teckning av

Aktiens Genomsnittskurs under den i
emissionsbeslutet faststallda teckningstiden

Det teoretiska vardet pa teckningsratten framraknas enligt féljande
formel:

det antal nya aktier som hogst kan komma att
utges enligt emissionsbeslutet x (Aktiens
Genomsnittskurs under den i emissionsbeslutet
faststallda teckningstiden - I6senpriset for den
nya aktien)

teckningsrattens =
varde

antalet aktier fore emissionsbeslutet

Vid omrakning enligt ovanstdende formel ska bortses fran aktier som
innehas av Bolaget eller Bolagets dotterforetag. Uppstar ett negativt
varde, ska det teoretiska vardet pa teckningsratten bestammas till noll.

Enligt ovan omraknat I6senpris och omraknat antal aktier faststalls av
Bolaget tva bankdagar efter teckningstidens utgang och ska tillampas
vid teckning, som verkstalls darefter.

Om Bolagets aktier inte ar foremal fér marknadsnotering, ska omraknat

I6senpris och omraknat antal aktier som varje teckningsoption
berattigar till teckning av faststallas i enlighet med i denna punkt
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angivna principer av en oberoende varderingsman utsedd av Bolaget.
Omrékningen ska ha som utgangspunkt att vardet av
teckningsoptionerna ska ldmnas oférandrat.

Under tiden till dess att omraknat |6senpris och omraknat antal aktier
som varje teckningsoption berattigar till teckning av faststallts,
verkstalls teckning endast preliminart, varvid det antal aktier som varje
teckningsoption fére omrakning, berattigar till teckning av upptas
interimistiskt pa avstamningskonto. Dessutom noteras sarskilt att varje
teckningsoption efter omrakningar kan berattiga till ytterligare aktier.
Slutlig registrering pa avstamningskontot sker sedan omrakningarna
faststéllts. Om Bolaget inte ar avstamningsbolag verkstalls
aktieteckning genom att de nya aktierna upptas i aktieboken som
interimsaktier. Slutlig registrering i aktieboken sker sedan omraknat
I6senpris och omraknat antal aktier som varje teckningsoption
berattigar till teckning av faststallts.

Genomfér Bolaget en emission enligt 14 eller 15 kap. aktiebolagslagen
— med foretradesratt for aktiedgarna och mot kontant betalning eller
betalning genom kvittning — ska betraffande ratten till deltagande i
emissionen for aktie, som tillkommit pa grund av teckning med
utnyttjande av teckningsoption, bestammelserna i mom (e), férsta
stycket, punkterna (i) och (ii), och mom (e), andra stycket, aga
motsvarande tillampning.

Vid teckning som verkstéllts pa sadan tid att ratt till deltagande i
emissionen inte uppkommer tillampas ett omraknat I6senpris liksom en
omrakning av det antal aktier som varje teckningsoption berattigar till
teckning av. Omrakningarna utfores av Bolaget enligt féljande formler:

foregaende I6senpris x Aktiens Genomsnittskurs
under den i emissionsbeslutet faststallda
teckningstiden

omraknat =
I6senpris Aktiens Genomsnittskurs under den i
emissionsbeslutet faststallda teckningstiden 6kad
med teckningsrattens varde
foregaende antal aktier som varje teckningsoption
omraknat antal berattigar till teckning av x (Aktiens
aktier som _  Genomsnittskurs under den i emissionsbeslutet
varje faststallda teckningstiden 6kad med
teckningsoptio teckningsrattens varde)
n berattigar till
teckning av Aktiens Genomsnittskurs under den i

emissionsbeslutet faststallda teckningstiden

Teckningsrattens varde ska anses motsvara genomsnittet av den for
varje handelsdag under teckningstiden framraknade volymvagda
genomsnittliga betalkursen pa Nasdaq Stockholm. | avsaknad av
notering av betalkurs under perioden ska berakningen istallet baseras
pa de som slutkurs noterade kdpkurserna for varje dag inom perioden.
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Dag utan notering av vare sig betalkurs eller kopkurs ska inte inga i
berakningen.

Enligt ovan omraknat I6senpris och omraknat antal aktier faststalls av
Bolaget tva bankdagar efter teckningstidens utgang och ska tillampas
vid teckning som verkstalls darefter.

Om Bolagets aktier inte ar foremal for marknadsnotering, ska omraknat
I6senpris och omraknat antal aktier som varje teckningsoption
berattigar till teckning av att faststallas i enlighet med i denna punkt
angivna principer av en oberoende varderingsman utsedd av Bolaget.
Omrakningen ska ha som utgangspunkt att vardet av
teckningsoptionerna ska lamnas oférandrat.

Vid anmalan om teckning som sker under tiden fram till dess att
omraknat lésenpris och omraknat antal aktier faststéllts ska
bestammelserna i mom (e) sista stycket, aga motsvarande tillampning.

Skulle Bolaget i andra fall anh som avses i mom (c) — (f) ovan rikta
erbjudande till aktiedgarna att, med foretradesratt enligt principerna i
13 kap 1 § aktiebolagslagen, av Bolaget forvarva vardepapper eller
rattighet av nagot slag eller besluta att, enligt ovan namnda principer,
till aktieagarna utdela sadana vardepapper eller rattigheter utan
vederlag (erbjudandet) ska vid teckning, som gors pa sadan tid, att
darigenom erhallen aktie inte medfoér ratt till deltagande i erbjudandet,
tilldmpas ett omraknat I6senpris liksom en omrakning av det antal
aktier som varje teckningsoption berattigar till teckning av.
Omrakningarna ska utféras av Bolaget enligt féljande formler:

foregaende |6senpris x Aktiens Genomsnittskurs
under den i erbjudandet faststallda

omraknat anmalningstiden

Iosenpris Aktiens Genomsnittskurs under den i erbjudandet

faststallda anmalningstiden 6kad med vardet av
ratten av deltagandet i erbjudandet

foregaende antal aktier som varje teckningsoption
berattigar till teckning av x (Aktiens
Genomsnittskurs under den i erbjudandet

= faststallda anmalningstiden ékad med
inkopsrattens varde)

omraknat antal
aktier som varje
teckningsoption
berattigar till

teckning av Aktiens Genomsnittskurs under den i erbjudandet

faststallda anmalningstiden

For det fall att aktiedgarna erhallit inkdpsratter och handel med dessa
agt rum, ska vardet av ratten till deltagande i erbjudandet anses
motsvara inkdpsrattens varde. Inkdpsrattens varde ska harvid anses
motsvara genomsnittet av det for varje handelsdag under
anmalningstiden framréknade medeltalet av den under dagen
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noterade hogsta och lagsta betalkursen for inkdpsratten enligt
marknadsnotering. | avsaknad av notering av betalkurs ska i stéllet den
som slutkurs noterade koépkursen inga i berakningen. Dag utan
notering av vare sig betalkurs eller kopkurs ska inte inga i berakningen.

For det fall att aktieagarna ej erhallit inkopsratter eller eljest sadan
marknadsnotering av inkdpsratter som avses i foregaende stycke gj
agt rum, ska omrakning av l6senpris och av antalet aktier ske med
tillampning sa langt mojligt av de principer som anges ovan i detta
mom (g), varvid foljande ska galla. Om marknadsnotering sker av de
vardepapper eller rattigheter som erbjuds aktieagarna, ska vardet av
ratten till deltagande i erbjudandet anses motsvara genomsnittet av det
for varje handelsdag under 25 handelsdagar fran och med férsta dag
for marknadsnoteringen framraknade medeltalet av den under dagen
noterade hogsta och lagsta betalkursen vid affarer i dessa
vardepapper eller rattigheter vid marknadsplatsen, i férekommande fall
minskat med det vederlag som betalats fér dessa i samband med
erbjudandet. | avsaknad av notering av betalkurs ska i stallet den som
slutkurs noterade koépkursen inga i berakningen. Noteras varken
betalkurs eller koépkurs under viss eller vissa dagar, ska vid
berakningen av vardet av ratten till deltagande i erbjudandet bortses
fran sadan dag. Den i erbjudandet faststallda anmalningstiden ska vid
omrakning av |6senpris och antal aktier enligt detta stycke anses
motsvara den ovan i detta stycke namnda perioden om 25
handelsdagar. Om sadan marknadsnotering ej ager rum ska vardet av
ratten till deltagande i erbjudandet sa langt mojligt faststallas med
ledning av den marknadsvardesférandring avseende Bolagets aktier
som kan bedémas ha uppkommit till féljd av erbjudandet.

Enligt ovan omraknat I6senpris och omraknat antal aktier faststalls av
Bolaget snarast mojligt efter erbjudandetidens utgang och ska
tilldmpas vid teckning, som verkstalls efter det att sadant faststéllande
skett.

Vid anmalan av teckning som sker under tiden till dess att omraknat
I6senpris och omraknat antal aktier faststallts, ska bestdmmelserna i
mom (e) sista stycket ovan, dga motsvarande tillampning.

Genomfér Bolaget en nyemission eller emission enligt 14 eller 15 kap.
aktiebolagslagen — med foretradesratt for aktiedgarna och mot kontant
betalning eller betalning genom kvittning — ager Bolaget besluta att ge
samtliga innehavare motsvarande foretradesratt som enligt beslutet
tillkommer aktieagarna. Darvid ska varje innehavare, oaktat salunda
att teckning ej verkstallts, anses vara agare till det antal aktier som
innehavaren skulle ha erhallt, om teckning pa grund av
teckningsoption verkstéllts av det antal aktier, som varje
teckningsoption berattigade till teckning av vid tidpunkten fér beslutet
om emission.

Skulle Bolaget besluta att till aktiedgarna rikta ett saddant erbjudande
som avses i mom (g) ovan, ska vad i foregaende stycke sagts aga
motsvarande tilldampning, dock att det antal aktier som innehavaren ska
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anses vara agare till i sadant fall ska faststallas efter det I6senpris som
gallde vid tidpunkten for beslutet om erbjudande.

Om Bolaget skulle besluta att ge innehavarna féretradesratt i enlighet
med bestammelserna i detta mom (h), ska nagon omrakning enligt
mom (e), (f) eller (g) ovan inte aga rum.

Beslutas om kontant utdelning till aktiedgarna ska tillampas ett
omraknat |0senpris och ett omraknat antal aktier som varje
teckningsoption berattigar till teckning av. Omrakningarna utféres av
ett val ansett oberoende varderingsinstitut enligt foljande formler:

foregaende I6senpris x Aktiens Genomsnittskurs
under den forsta dagen da aktien noteras utan ratt

till utdelning
omraknat

I6senpris Aktiens Genomsnittskurs under den forsta dagen
da aktien noteras utan ratt till utdelning 6kad med
den utdelning som utbetalas per aktie

féregaende antal aktier som varje teckningsoption
berattigar till teckning av x (Aktiens
Genomesnittskurs under den forsta dagen da aktien

= noteras utan ratt till utdelning 6kad med den
utdelning som utbetalas per aktie)

omraknat antal
aktier som
varje
teckningsoptio

n beréattigar till

: Aktiens Genomsnittskurs under den forsta dagen
teckning av

da aktien noteras utan ratt till utdelning

Skulle Bolaget besluta om sakutdelning till aktiedgarna ska omrakning
av losenpriset ske enligt samma principer som vid kontant utdelning,
varvid berakningen av vardet av sakutdelningen att anvanda vid
omrakningen ska utforas av ett val ansett oberoende varderingsinstitut.

Om en anmalan om teckning har agt rum men, pa grund av
bestdmmelserna i punkt6 ovan, slutlig registrering pa
avstdmningskonto inte skett, ska sarskilt noteras att varje
teckningsoption efter omrakningar kan berattiga till ytterligare aktier.
Slutlig registrering pa avstamningskonto sker sedan omrakningarna
faststallts, dock tidigast vid den tidpunkt som anges i punkt 6 ovan. Om
Bolaget inte ar avstamningsbolag verkstalls aktieteckning genom att
de nya aktierna upptas i aktieboken som interimsaktier. Slutlig
registrering i aktieboken sker sedan omraknat I6senpris och omraknat
antal aktier som varje teckningsoption berattigar till teckning av
faststallts.

Om Bolagets aktiekapital skulle minskas med aterbetalning till
aktiedgarna, vilken minskning ar obligatorisk, tillampas ett omraknat
I6senpris liksom en omrakning av det antal aktier som varje
teckningsoption berattigar till teckning av. Omrakningarna utféres av
Bolaget enligt féljande formler:
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foregaende I6senpris x Aktiens Genomsnittskurs
under en period om 25 handelsdagar raknat fr o
m den dag da aktien noteras utan ratt till

= aterbetalning

omraknat _ . .

I6senpris Aktiens Genom"snlttskurs under en period om 25
handelsdagar raknat fr o m den dag da aktien
noteras utan ratt till aterbetalning 6kad med det
belopp som aterbetalats per aktie
foregaende antal aktier som varje teckningsoption
berattigar till teckning av x (Aktiens

omraknat antal _  Genomsnittskurs under en period om 25

aktier som ~  handelsdagar raknat fr o m den dag d& aktien

varje noteras utan ratt till aterbetalning 6kad med det

teckningsoptio belopp som aterbetalats per aktie)

n beréttigar till

teckning av Aktiens Genomsnittskurs under en period om 25

handelsdagar raknat fr o m den dag da aktien
noteras utan ratt till aterbetalning

Vid omrakning enligt ovan och dar minskningen sker genom inldésen av
aktier, ska i stallet for det faktiska belopp som aterbetalas per aktie ett
beraknat aterbetalningsbelopp anvandas enligt féljande:

det faktiska belopp som aterbetalas per inlost
aktie minskat med Aktiens Genomsnittskurs
under en period om 25 handelsdagar narmast

beraknat

aterbetalnings fore den dag da aktien noteras utan ratt till
belopp per deltagande i minskningen

aktie

det antal aktier i Bolaget som ligger till grund for
inlésen av en aktie minskat med talet ett (1)

Enligt ovan omraknat I6senpris och omraknat antal aktier faststalls av
Bolaget tva bankdagar efter utgangen av den angivna perioden om
tiugofem (25) handelsdagar och ska tillampas vid teckning, som
verkstalls darefter.

Teckning verkstalls ej under tiden fran minskningsbeslutet t o m den
dag da det omraknade I6senpriset och det omréaknade antalet aktier
faststallts enligt vad ovan sagts. Om Bolagets aktiekapital skulle
minskas genom inldésen av aktier med aterbetalning till aktiedgarna,
vilken minskning inte ar obligatorisk, eller Bolaget, utan att fraga ar om
minskning av aktiekapitalet, skulle genomféra aterkép av egna aktier
och dar, enligt Bolagets bedémning, sadan atgard med hansyn till dess
tekniska utformning och ekonomiska effekter, ar att jamstalla med
minskning som ar obligatorisk, ska omrakning av I6senpris och antal
aktier som varje teckningsoption berattigar till teckning av ske med
tilldmpning av sa langt majligt av de principer som anges ovan i detta
mom (j).
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Om Bolagets aktier inte ar foremal for marknadsnotering, ska omraknat
I0senpris och omraknat antal aktier som varje teckningsoption
berattigar till teckning av faststallas i enlighet med i denna punkt
angivna principer av en oberoende varderingsman utsedd av Bolaget.
Omrékningen ska ha som utgangspunkt att vardet av
teckningsoptionerna ska ldmnas oférandrat.

Genomfér Bolaget byte av aktiekapitalsvaluta, innebarande att
Bolagets aktiekapital ska vara bestamt i annan valuta an svenska
kronor, ska I6ésenpriset omraknas till samma valuta som aktiekapitalet
ar bestamt i samt darvid avrundas till tvd decimaler. Sadan
valutaomrakning ska ske med tillampning av den vaxelkurs som
anvants for omrakning av aktiekapitalet vid valutabytet.

Enligt ovan omraknat 16senpris faststélls av Bolaget och ska tillampas
vid teckning som verkstélls fran och med den dag som bytet av
aktiekapitalsvaluta far verkan.

Genomfér Bolaget atgard som avses i mom (c) — (g) eller mom (i) — (k)
ovan och skulle, enligt Bolagets bedémning, tillampning av harfor
avsedd omrakningsformel, med hansyn till atgardens tekniska
utformning eller av annat skal, ej kunna ske eller leda till att den
ekonomiska kompensation som innehavarna erhaller i forhallande till
aktiedgarna inte ar skalig, ska Bolaget genomféra omrakningarna av
I6senpriset och av antalet aktier som varje teckningsoption berattigar
till teckning av i syfte att omrakningarna leder till ett skaligt resultat.

Vid omrakningar enligt ovan ska losenpriset avrundas till narmsta tiotal
ore (0,10 kronor), varvid 0,05 kronor ska avrundas uppat, och antalet
aktier avrundas nedat till nArmsta hela aktie. For det fall I6senpriset ar
bestamt i annan valuta an svenska kronor ska, vid omrakningar enligt
ovan, lésenpriset istallet avrundas till tva decimaler.

Beslutas att Bolaget ska trdda i likvidation enligt 25 kap.
aktiebolagslagen far, oavsett likvidationsgrunden, anmalan om
teckning ej darefter ske. Ratten att géra anmalan om teckning upphdr
i och med likvidationsbeslutet, oavsett salunda att detta ej ma ha vunnit
laga kraft.

Senast tvd manader innan bolagsstamman tar stallning till fraga om
Bolaget ska trada i frivillig likvidation enligt 25 kap 1 §
aktiebolagslagen, ska innehavarna genom meddelande enligt punkt 9
nedan underrattas om den avsedda likvidationen. | meddelandet ska
intagas en erinran om att anmalan om teckning ej far ske, sedan
bolagsstdamman fattat beslut om likvidation.

Skulle Bolaget Iamna meddelande om avsedd likvidation enligt ovan,
ska innehavare aga ratt att géra anmalan om teckning forutsatt att
teckning kan verkstallas senast pa tionde kalenderdagen fore den
bolagsstamma vid vilken frdgan om Bolagets likvidation ska
behandlas.
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Skulle bolagsstamman godkanna fusionsplan enligt 23 kap. 15 §
aktiebolagslagen, varigenom Bolaget ska uppgéa i annat bolag, far
anmalan om teckning darefter ej ske.

Senast tva manader innan Bolaget tar slutlig stallning till fraga om
fusion enligt ovan, ska innehavarna genom meddelande enligt punkt 9
nedan underrattas om fusionsavsikten. | meddelandet ska en
redogorelse lamnas for det huvudsakliga innehallet i den avsedda
fusionsplanen samt ska innehavarna erinras om att teckning ej far ske,
sedan slutligt beslut fattats om fusion i enlighet med vad som angivits
i foregaende stycke.

Skulle Bolaget lamna meddelande om planerad fusion enligt ovan, ska
innehavare aga ratt att géra anmalan om teckning forutsatt att teckning
kan verkstallas senast pa tionde kalenderdagen fore den
bolagsstamma, vid vilken fusionsplanen, varigenom Bolaget ska
uppga i annat bolag, ska godkannas. Vid sadan teckning ska ett
omraknat I6senpris tilldampas. Omrakningen utféres av Bolaget med
ledning av Black & Scholes optionsvarderingsformel och syftar till att
kompensera for det tidsvarde som gar férlorat genom att
teckningstiden avslutas i fortid.

Upprattar Bolagets styrelse en fusionsplan enligt 23 kap. 28 §
aktiebolagslagen varigenom Bolaget ska uppga i annat bolag ska
féljande galla.

For det fall Bolagets styrelse offentliggér sin avsikt att uppréatta
fusionsplan enligt i foregaende stycke angivet lagrum, ska Bolaget, for
det fall att sista dag fér anmalan om teckning enligt punkt 4 ovan infaller
efter sadant offentliggérande, faststalla en ny sista dag fér anmalan om
teckning ("slutdagen"). Slutdagen ska infalla inom sextio (60) dagar
fran offentliggdrandet.

Om offentliggdrandet skett i enlighet med vad som anges ovan i detta
mom (p), ska innehavare aga ratt att géra sadan anmalan fram till
slutdagen. Vid sadan teckning ska ett omraknat I6senpris tillampas.
Omrakningen utféres av Bolaget med ledning av Black & Scholes
optionsvarderingsformel och syftar till att kompensera fér det tidsvarde
som gar forlorat genom att teckningstiden avslutas i fortid. Bolaget ska
senast fyra veckor fore slutdagen genom meddelande enligt punkt 9
nedan erinra innehavarna om denna ratt samt att anmalan om teckning
ej far ske efter slutdagen.

Skulle ett offentligt uppkdpserbjudande avseende Bolagets aktier
offentliggdras och budgivaren darefter offentliggéra (i) att erbjudandet
ar ovillkorat och (ii) att budgivaren har blivit dgare till minst tva
tredjedelar av aktierna i Bolaget, ska Bolaget, for det fall att sista dag
for anmalan om teckning enligt punkt 4 ovan infaller efter sadant
offentliggérande, faststalla en ny sista dag fér anmalan om teckning
("slutdagen"). Slutdagen ska infalla inom sextio (60) dagar fran
offentliggdrandet.
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Om offentliggérandet skett i enlighet med vad som anges ovan i detta
mom (q), ska innehavare aga ratt att géra sadan anmalan fram till
slutdagen. Vid sadan teckning ska ett omraknat I6senpris tillampas.
Omrakningen utféres av Bolaget med ledning av Black & Scholes
optionsvarderingsformel och syftar till att kompensera for det tidsvarde
som gar forlorat genom att teckningstiden avslutas i fortid. Bolaget ska
senast fyra veckor fére slutdagen genom meddelande enligt punkt 9
nedan erinra innehavarna om denna ratt samt att anmalan om teckning
ej far ske efter slutdagen.

(r Skulle bolagsstamman godkanna delningsplan enligt 24 kap. 17 §
aktiebolagslagen varigenom Bolaget ska delas genom att samtliga
Bolagets tillgangar och skulder dvertas av tva eller flera andra bolag,
far anmalan om teckning inte darefter ske.

Senast tvd manader innan Bolaget tar slutlig stallning till fraga om
delning enligt ovan, ska innehavarna genom meddelande enligt
punkt 9 nedan underrattas om den avsedda delningen. | meddelandet
ska en redogorelse lamnas for det huvudsakliga innehallet i den
avsedda delningsplanen samt ska innehavarna erinras om att anmalan
om teckning inte far ske, sedan slutligt beslut fattats om delning.

Om Bolaget lamnar meddelande om avsedd delning enligt ovan, ska
innehavare aga ratt att pakalla teckning fran den dag da meddelandet
lamnats, forutsatt att teckning kan verkstdllas senast pa tionde
kalenderdagen fére den bolagsstdmma vid vilken delningsplanen ska
godkannas.

(s) Oavsett vad under mom (n), (0), (p) och (r) ovan sagts om att anmalan
om teckning ej far ske efter beslut om likvidation, godkannande av
fusionsplan, utgangen av ny slutdag vid fusion eller godkdnnande av
delningsplan, ska ratten att géra anmalan om teckning ater intrada for
det fall att likvidationen upphor respektive fusionen eller delningen egj
genomfors.

(t) For den handelse Bolaget skulle forsattas i konkurs, far anmalan om
teckning ej darefter ske. Om emellertid konkursbeslutet haves av hogre
ratt, far anmalan om teckning aterigen ske.

Forvaltare
For teckningsoption som ar férvaltarregistrerad enligt lagen (1998:1479) om

vardepapperscentraler och kontoféring av finansiella instrument; ska vid
tillAmpningen av dessa villkor forvaltaren betraktas som innehavare.

Meddelanden

Meddelanden rorande teckningsoptionerna ska tillstéllas innehavare som
skriftigen meddelat sin postadress till Bolaget.

For det fall teckningsoptionerna &r registrerade av Euroclear i ett
avstamningsregister enligt lagen (1998:1479) om vardepapperscentraler och
kontoféring av  finansiella  instrument ska meddelande rdérande
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teckningsoptionerna, istallet for vad som stadgas i féregaende stycke, tillstallas
varje registrerad innehavare och annan rattighetshavare som ar antecknad pa
konto i Bolagets avstamningsregister.

Ar teckningsoptionerna féremal fér marknadsnotering ska meddelanden aven
ldamnas till marknadsplatsen och offentliggdras enligt marknadsplatsens regler.

Ratt att foretrada innehavare

Utan att sarskilt uppdrag fran innehavarna foreligger, ar Banken behdrig att
foretrada innehavarna i fragor av formell natur som rér villkoren for
teckningsoptionerna.

Andring av villkor

Bolaget ager att andra dessa villkor i den man lagstiftning, domstolsavgérande
eller myndighetsbeslut sa kraver eller om det i dvrigt — enligt Bolagets beddomning
— av praktiska skal ar andamalsenligt eller noédvandigt och innehavarnas
rattigheter inte i nagot vasentligt hanseende forsamras.

Sekretess

Bolaget, Banken och Euroclear far ej obehdrigen till tredje man Idamna uppgift om
innehavare. Bolaget ager ratt att fa foljande uppgifter fran Euroclear om
innehavares konto i Bolagets avstamningsregister:

1. innehavares namn, personnummer eller annat identifikationsnummer
samt postadress, och

2. antal teckningsoptioner.
Begransning av Bolagets, Bankens och Euroclears ansvar

| fraga om de pa Bolaget, Banken och Euroclear ankommande atgarderna galler
— betraffande Euroclear med beaktande av bestdmmelserna i lagen (1998:1479)
om vardepapperscentraler och kontoféring av finansiella instrument — att
ansvarighet inte kan goéras gallande fér skada, som beror av svenskt eller
utlandskt lagbud, svensk eller utlandsk myndighetsatgard, krigshandelse, strejk,
blockad, bojkott, lockout eller annan liknande omstandighet. Férbehallet i fraga
om strejk, blockad, bojkott och lockout galler aven om Bolaget, Banken och
Euroclear sjalv vidtar eller ar foremal for sadan konfliktatgard.

Bolaget, Banken och Euroclear ar inte heller skyldiga att i andra fall ersatta skada
som uppkommer, om Bolaget, Banken eller Euroclear varit normalt aktsam.
Bolaget, Banken eller Euroclear ar i intet fall ansvarig for indirekt skada.

Foreligger hinder fér Bolaget, Banken eller Euroclear att verkstalla betalning eller
att vidta annan atgard pa grund av omstandighet som anges i forsta stycket, far
atgarden uppskjutas till dess hindret har upphort.
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Tillamplig lag och skiljeforfarande

Svensk lag ska tillampas pa dessa villkor och darmed sammanhangande
rattsfragor.

Tvist i anledning av dessa villkor ska slutligt avgdéras genom skiliedom enligt
Regler for Stockholms Handelskammares Skiliedomsinstitut. Skiljeférfarandet
ska aga rum i Stockholm. Det svenska spraket ska anvandas i forfarandet.

Skiljeforfarande som pakallats med hanvisning till denna skiljeklausul omfattas
av sekretess. Sekretessen omfattar all information som framkommer under
forfarandet liksom beslut eller skiljiedom som meddelas i anledning av forfarandet.
Information som omfattas av sekretess far inte i nagon form vidarebefordras till
tredje person. Om teckningsoptioner Overlats till en tredje person ska sadan
tredje person automatiskt vara bunden av denna skiljeklausul.
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Document ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.


Evidence Log

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.

Date formats in fields and on the verification page may vary. All other dates, including those in the Evidence Log, follow the YYYY-MM-DD format. The display format does not affect the actual time recorded.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2026-04-29 18:28:55.291696 UTC ±3 ms

    		2026-04-29 18:05:15.405423 UTC

    		

      178.174.234.114

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/147.0.0.0 Safari/537.36 Edg/147.0.0.0

      

    

    		

      

        The initiator Maria Boudrie (MB) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_SV, c) set the signing due date to 2026-05-13 21:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.

      


    

  



  

  

    		2026-04-29 18:28:59.85924 UTC ±3 ms

    		2026-04-29 18:05:15.405423 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Maria Boudrie (MB) was delivered.

      


    

  



  

  

    		2026-04-29 18:29:12.012014 UTC ±3 ms

    		2026-04-29 18:05:15.405423 UTC

    		

      178.174.234.114

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/147.0.0.0 Safari/537.36 Edg/147.0.0.0

      

    

    		

      

        The party Maria Boudrie (MB) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-04-29 18:29:38.079597 UTC ±3 ms

    		2026-04-29 18:05:15.405423 UTC

    		

      178.174.234.114

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/147.0.0.0 Safari/537.36 Edg/147.0.0.0

      

    

    		

      

        The signatory Maria Boudrie (MB) changed the text in the text field “ID number” from 
  blank
 to 
  “196701280221”
.  

      


    

  



  

  

    		2026-04-29 18:29:58.773045 UTC ±3 ms

    		2026-04-29 18:05:15.405423 UTC

    		

      178.174.234.114

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/147.0.0.0 Safari/537.36 Edg/147.0.0.0

      

    

    		

      

        The document was signed by Maria Boudrie (MB) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


Jag signerar dokumentet "Prisma Properties AB - protokoll från årsstämma 2026" med dokument-ID 9222115557576855892.







Data returned from 
  the BankID network
:
  
Name: MARIA BOUDRIE
  
ID number: 
  196701280221

  
IP: 178.174.234.114



















Signature: 


  




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2026-04-29 18:29:58.773045 UTC ±3 ms

    		2026-04-29 18:05:15.405423 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (simon.dechateau@almaproperty.se) to Simon de Château (SdC). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2026-04-29 18:29:58.773045 UTC ±3 ms

    		2026-04-29 18:05:15.405423 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (johannes.wingborg@lansforsakringar.se) to Johannes Wingborg (JW). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2026-04-29 18:29:58.773045 UTC ±3 ms

    		2026-04-29 18:05:15.405423 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (oscar.bergman@swedbankrobur.se) to Oscar Bergman (OB). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2026-04-29 18:30:05.848405 UTC ±3 ms

    		2026-04-29 18:05:15.405423 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Simon de Château (SdC) was delivered.

      


    

  



  

  

    		2026-04-29 18:30:05.912602 UTC ±3 ms

    		2026-04-29 18:05:15.405423 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Johannes Wingborg (JW) was delivered.

      


    

  



  

  

    		2026-04-29 18:30:05.937849 UTC ±3 ms

    		2026-04-29 18:05:15.405423 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Oscar Bergman (OB) was delivered.

      


    

  



  

  

    		2026-04-29 19:23:33.670082 UTC ±6 ms

    		2026-04-29 19:05:16.666586 UTC

    		

      90.129.214.253

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 26_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/147.0.7727.99 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Simon de Château (SdC) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-04-29 19:23:57.233723 UTC ±6 ms

    		2026-04-29 19:05:16.666586 UTC

    		

      90.129.214.253

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 26_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/147.0.7727.99 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Simon de Château (SdC) changed the text in the text field “ID number” from 
  blank
 to 
  “7011046310”
.  

      


    

  



  

  

    		2026-04-29 19:24:06.51739 UTC ±6 ms

    		2026-04-29 19:05:16.666586 UTC

    		

      90.129.214.253

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 26_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/147.0.7727.99 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Simon de Château (SdC) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


Jag signerar dokumentet "Prisma Properties AB - protokoll från årsstämma 2026" med dokument-ID 9222115557576855892.







Data returned from 
  the BankID network
:
  
Name: Simon De Chateau
  
ID number: 
  197011046310

  
IP: 90.129.214.253



















Signature: 


  




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2026-04-30 06:32:06.111654 UTC ±15 ms

    		2026-04-30 06:05:28.61299 UTC

    		

      90.130.57.32

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 26_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) EdgiOS/147.0.3912.75 Version/26.0 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Johannes Wingborg (JW) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-04-30 06:33:45.044551 UTC ±16 ms

    		2026-04-30 06:05:28.61299 UTC

    		

      90.130.57.32

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 26_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) EdgiOS/147.0.3912.75 Version/26.0 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Johannes Wingborg (JW) changed the text in the text field “ID number” from 
  blank
 to 
  “197008160439”
.  

      


    

  



  

  

    		2026-04-30 06:33:52.144889 UTC ±16 ms

    		2026-04-30 06:05:28.61299 UTC

    		

      90.130.57.32

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 26_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) EdgiOS/147.0.3912.75 Version/26.0 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Johannes Wingborg (JW) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


Jag signerar dokumentet "Prisma Properties AB - protokoll från årsstämma 2026" med dokument-ID 9222115557576855892.







Data returned from 
  the BankID network
:
  
Name: Johannes Wingborg
  
ID number: 
  197008160439

  
IP: 90.130.57.32



















Signature: 


  




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2026-04-30 08:09:19.029073 UTC ±1 ms

    		2026-04-30 08:05:29.519716 UTC

    		

      164.10.46.64

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/147.0.0.0 Safari/537.36

      

    

    		

      

        The party Oscar Bergman (OB) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-04-30 08:20:34.515317 UTC ±3 ms

    		2026-04-30 08:05:29.519716 UTC

    		

      164.10.46.64

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/147.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Oscar Bergman (OB) changed the text in the text field “ID number” from 
  blank
 to 
  “8204011434”
.  

      


    

  



  

  

    		2026-04-30 08:21:08.077266 UTC ±3 ms

    		2026-04-30 08:05:29.519716 UTC

    		

      164.10.46.64

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/147.0.0.0 Safari/537.36

      

    

    		

      

        The document was signed by Oscar Bergman (OB) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


Jag signerar dokumentet "Prisma Properties AB - protokoll från årsstämma 2026" med dokument-ID 9222115557576855892.







Data returned from 
  the BankID network
:
  
Name: Oscar Vilhelm Bergman
  
ID number: 
  198204011434

  
IP: 90.129.204.67



















Signature: 


  




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2026-04-30 08:21:08.077266 UTC ±3 ms

    		2026-04-30 08:05:29.519716 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign locked the document from further modifications by the parties.

      


    

  



  

  

    		2026-04-30 08:21:09.9107 UTC ±3 ms

    		2026-04-30 08:05:29.519716 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.

		Let [image: 1.png]





 be a set of the clock error samples (in seconds). Let [image: 2.png]m = min(.S)






, [image: 3.png]mazx(S)






.

		Let [image: 4.png]





 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]





.

		Let [image: 7.png]Fg:Ik — [0, 1






, [image: 8.png]Hs€s:s =i
Fsta) - 1522 2






 be the the empirical distribution function.

		Let [image: 9.png]





 be the size of discretized value space, [image: 10.png]





. Let [image: 11.png]





 be the discretized value space, [image: 12.png]Dy = {(v, Fslv)) :v €V}






 be the set of data points representing empirical distribution function, [image: 13.png]Doy ={(v.P(E<v)):velV}






 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]Demp






 and [image: 15.png]1.






 to assess the accuracy of the estimation.

		[image: 16.png]P(|E| <€)






 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.




Gnuplot
Produced by GNUPLOT 6.0 patchlevel 0 
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: 0.00 ms

		standard deviation: 0.06 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈100.000%

		|e| < 5 ms: ≈100.000%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2026-03-19 16:43:06.799833 UTC and 2026-04-30 08:05:29.519716 UTC:







  		Time collected

  		Clock offset







  

    		2026-03-19 16:43:06.799833

    		0.0 ms

  





  

    		2026-03-19 17:43:07.888529

    		0.0 ms

  





  

    		2026-03-19 18:43:08.618922

    		0.0 ms

  





  

    		2026-03-19 19:43:10.49293

    		0.0 ms

  





  

    		2026-03-19 20:43:12.33892

    		0.0 ms

  





  

    		2026-03-19 21:43:13.837717

    		0.0 ms

  





  

    		2026-03-19 22:43:14.248204

    		0.0 ms

  





  

    		2026-03-19 23:43:15.845144

    		0.0 ms

  





  

    		2026-03-20 00:43:16.304979

    		0.0 ms

  





  

    		2026-03-20 01:43:17.892338

    		0.0 ms

  





  

    		2026-03-20 02:43:19.256794

    		0.0 ms

  





  

    		2026-03-20 03:43:19.408614

    		-0.1 ms

  





  

    		2026-03-20 04:43:19.711395

    		0.0 ms

  





  

    		2026-03-20 05:43:21.0786

    		0.0 ms

  





  

    		2026-03-20 06:43:21.676551

    		0.0 ms

  





  

    		2026-03-20 07:43:21.870765

    		0.1 ms

  





  

    		2026-03-20 08:43:22.483872

    		0.1 ms

  





  

    		2026-03-20 09:43:22.773701

    		0.0 ms

  





  

    		2026-03-20 10:43:22.79517

    		0.0 ms

  





  

    		2026-03-20 11:43:22.943972

    		0.0 ms

  





  

    		2026-03-20 12:43:23.723399

    		-0.2 ms

  





  

    		2026-03-20 13:43:23.813182

    		0.0 ms

  





  

    		2026-03-20 14:43:24.454325

    		-0.1 ms

  





  

    		2026-03-20 15:43:24.83392

    		0.0 ms

  





  

    		2026-03-20 16:43:26.824114

    		0.0 ms

  





  

    		2026-03-20 17:43:28.234816

    		-0.1 ms

  





  

    		2026-03-20 18:43:28.768806

    		0.1 ms

  





  

    		2026-03-20 19:43:30.293791

    		0.0 ms

  





  

    		2026-03-20 20:43:30.396539

    		0.0 ms

  





  

    		2026-03-20 21:43:31.820068

    		0.0 ms

  





  

    		2026-03-20 22:43:33.434464

    		0.0 ms

  





  

    		2026-03-20 23:43:34.936515

    		0.0 ms

  





  

    		2026-03-21 00:43:36.723415

    		0.0 ms

  





  

    		2026-03-21 01:43:38.539423

    		0.1 ms

  





  

    		2026-03-21 02:43:40.09345

    		0.0 ms

  





  

    		2026-03-21 03:43:40.168881

    		0.0 ms

  





  

    		2026-03-21 04:43:41.050096

    		0.0 ms

  





  

    		2026-03-21 05:43:42.351133

    		0.0 ms

  





  

    		2026-03-21 06:43:42.811227

    		0.0 ms

  





  

    		2026-03-21 07:43:43.57977

    		0.0 ms

  





  

    		2026-03-21 08:43:44.407348

    		0.0 ms

  





  

    		2026-03-21 09:43:44.711147

    		-0.1 ms

  





  

    		2026-03-21 10:43:45.026902

    		0.0 ms

  





  

    		2026-03-21 11:43:47.294464

    		-0.2 ms

  





  

    		2026-03-21 12:43:47.478953

    		0.0 ms

  





  

    		2026-03-21 13:43:49.359046

    		0.0 ms

  





  

    		2026-03-21 14:43:50.096014

    		0.0 ms

  





  

    		2026-03-21 15:43:50.560946

    		0.0 ms

  





  

    		2026-03-21 16:43:52.37488

    		-0.1 ms

  





  

    		2026-03-21 17:43:52.988839

    		0.2 ms

  





  

    		2026-03-21 18:43:53.702496

    		-0.3 ms

  





  

    		2026-03-21 19:43:54.183035

    		0.0 ms

  





  

    		2026-03-21 20:43:54.681604

    		0.0 ms

  





  

    		2026-03-21 21:43:57.039738

    		0.0 ms

  





  

    		2026-03-21 22:43:59.296619

    		0.1 ms

  





  

    		2026-03-21 23:44:01.358004

    		0.0 ms

  





  

    		2026-03-22 00:44:03.249455

    		0.0 ms

  





  

    		2026-03-22 01:44:05.204675

    		0.0 ms

  





  

    		2026-03-22 02:44:07.16941

    		0.0 ms

  





  

    		2026-03-22 03:44:07.247304

    		0.1 ms

  





  

    		2026-03-22 04:44:08.058205

    		0.0 ms

  





  

    		2026-03-22 05:44:09.440208

    		0.0 ms

  





  

    		2026-03-22 06:44:09.987574

    		0.0 ms

  





  

    		2026-03-22 07:44:12.419351

    		0.0 ms

  





  

    		2026-03-22 08:44:12.829222

    		0.0 ms

  





  

    		2026-03-22 09:44:13.03818

    		0.0 ms

  





  

    		2026-03-22 10:44:13.259904

    		-0.1 ms

  





  

    		2026-03-22 11:44:13.429575

    		-0.2 ms

  





  

    		2026-03-22 12:44:13.537005

    		0.0 ms

  





  

    		2026-03-22 13:44:15.024159

    		0.0 ms

  





  

    		2026-03-22 14:44:15.211114

    		0.0 ms

  





  

    		2026-03-22 15:44:15.801659

    		0.0 ms

  





  

    		2026-03-22 16:44:16.176602

    		0.0 ms

  





  

    		2026-03-22 17:44:16.381774

    		0.0 ms

  





  

    		2026-03-22 18:44:16.877083

    		0.0 ms

  





  

    		2026-03-22 19:44:17.069486

    		0.0 ms

  





  

    		2026-03-22 20:44:18.296963

    		0.1 ms

  





  

    		2026-03-22 21:44:19.420451

    		0.0 ms

  





  

    		2026-03-22 22:44:20.091377

    		0.0 ms

  





  

    		2026-03-22 23:44:20.991093

    		0.1 ms

  





  

    		2026-03-23 00:44:21.106149

    		0.0 ms

  





  

    		2026-03-23 01:44:22.241609

    		-0.1 ms

  





  

    		2026-03-23 02:44:24.508451

    		0.0 ms

  





  

    		2026-03-23 03:44:26.250348

    		0.0 ms

  





  

    		2026-03-23 04:44:28.191553

    		0.0 ms

  





  

    		2026-03-23 05:44:28.221694

    		0.1 ms

  





  

    		2026-03-23 06:44:28.302853

    		0.0 ms

  





  

    		2026-03-23 07:44:28.536937

    		-0.1 ms

  





  

    		2026-03-23 08:44:29.101791

    		0.0 ms

  





  

    		2026-03-23 09:44:29.238149

    		0.0 ms

  





  

    		2026-03-23 10:44:29.692208

    		-0.1 ms

  





  

    		2026-03-23 11:44:30.310707

    		-0.1 ms

  





  

    		2026-03-23 12:44:31.406506

    		0.1 ms

  





  

    		2026-03-23 13:44:31.54233

    		-0.1 ms

  





  

    		2026-03-23 14:44:31.618599

    		-0.2 ms

  





  

    		2026-03-23 15:44:32.010878

    		0.0 ms

  





  

    		2026-03-23 16:44:32.792672

    		0.0 ms

  





  

    		2026-03-23 17:44:34.227768

    		0.0 ms

  





  

    		2026-03-23 18:44:34.697306

    		0.1 ms

  





  

    		2026-03-23 19:44:35.018557

    		0.1 ms

  





  

    		2026-03-23 20:44:36.32287

    		0.0 ms

  





  

    		2026-03-23 21:44:36.647316

    		0.0 ms

  





  

    		2026-03-23 22:44:39.451585

    		0.0 ms

  





  

    		2026-03-23 23:44:40.467666

    		0.0 ms

  





  

    		2026-03-24 00:44:41.639355

    		-0.1 ms

  





  

    		2026-03-24 01:44:42.994039

    		0.1 ms

  





  

    		2026-03-24 02:44:44.317751

    		0.0 ms

  





  

    		2026-03-24 03:44:44.56842

    		0.0 ms

  





  

    		2026-03-24 04:44:46.662818

    		0.0 ms

  





  

    		2026-03-24 05:44:47.914543

    		0.0 ms

  





  

    		2026-03-24 06:44:48.890001

    		0.0 ms

  





  

    		2026-03-24 07:44:48.9588

    		0.0 ms

  





  

    		2026-03-24 08:44:49.178786

    		0.0 ms

  





  

    		2026-03-24 09:44:50.12545

    		-0.1 ms

  





  

    		2026-03-24 10:44:51.033808

    		0.0 ms

  





  

    		2026-03-24 11:44:51.132784

    		0.0 ms

  





  

    		2026-03-24 12:44:51.260904

    		-0.1 ms

  





  

    		2026-03-24 13:44:51.425823

    		0.0 ms

  





  

    		2026-03-24 14:44:52.06007

    		-0.6 ms

  





  

    		2026-03-24 15:44:52.391462

    		-0.1 ms

  





  

    		2026-03-24 16:44:52.468962

    		0.2 ms

  





  

    		2026-03-24 17:44:53.575984

    		0.3 ms

  





  

    		2026-03-24 18:44:53.862946

    		0.1 ms

  





  

    		2026-03-24 19:44:55.853121

    		0.0 ms

  





  

    		2026-03-24 20:44:55.859539

    		-0.1 ms

  





  

    		2026-03-24 21:44:56.963261

    		0.1 ms

  





  

    		2026-03-24 22:44:57.088801

    		0.0 ms

  





  

    		2026-03-24 23:44:57.160784

    		0.2 ms

  





  

    		2026-03-25 00:44:57.214377

    		0.0 ms

  





  

    		2026-03-25 01:44:58.656612

    		0.0 ms

  





  

    		2026-03-25 02:45:00.008349

    		-0.2 ms

  





  

    		2026-03-25 03:45:01.427547

    		0.0 ms

  





  

    		2026-03-25 04:45:02.683527

    		0.0 ms

  





  

    		2026-03-25 05:45:04.442197

    		-0.1 ms

  





  

    		2026-03-25 06:45:06.965518

    		0.0 ms

  





  

    		2026-03-25 07:45:07.200403

    		-0.1 ms

  





  

    		2026-03-25 08:45:08.298273

    		1.1 ms

  





  

    		2026-03-25 09:45:08.533115

    		0.0 ms

  





  

    		2026-03-25 10:45:09.063798

    		0.0 ms

  





  

    		2026-03-25 11:45:09.092383

    		0.1 ms

  





  

    		2026-03-25 12:45:09.661369

    		0.0 ms

  





  

    		2026-03-25 13:45:09.764416

    		0.0 ms

  





  

    		2026-03-25 14:45:10.287435

    		0.1 ms

  





  

    		2026-03-25 15:45:10.312981

    		0.0 ms

  





  

    		2026-03-25 16:45:11.141668

    		0.0 ms

  





  

    		2026-03-25 17:45:12.152563

    		0.0 ms

  





  

    		2026-03-25 18:45:13.520962

    		0.0 ms

  





  

    		2026-03-25 19:45:15.102218

    		0.0 ms

  





  

    		2026-03-25 20:45:15.970716

    		0.0 ms

  





  

    		2026-03-25 21:45:16.931446

    		0.0 ms

  





  

    		2026-03-25 22:45:17.436553

    		0.0 ms

  





  

    		2026-03-25 23:45:19.087687

    		0.0 ms

  





  

    		2026-03-26 00:45:20.48646

    		-0.1 ms

  





  

    		2026-03-26 01:45:21.736757

    		-0.2 ms

  





  

    		2026-03-26 02:45:23.300855

    		0.1 ms

  





  

    		2026-03-26 03:45:25.074951

    		0.1 ms

  





  

    		2026-03-26 04:45:26.429285

    		0.0 ms

  





  

    		2026-03-26 05:45:27.693371

    		0.0 ms

  





  

    		2026-03-26 06:45:29.201608

    		0.0 ms

  





  

    		2026-03-26 07:45:30.74451

    		0.0 ms

  





  

    		2026-03-26 08:45:30.930753

    		0.0 ms

  





  

    		2026-03-26 09:45:32.057845

    		0.0 ms

  





  

    		2026-03-26 10:45:32.67189

    		0.0 ms

  





  

    		2026-03-26 11:45:33.780213

    		0.0 ms

  





  

    		2026-03-26 12:45:35.189293

    		0.1 ms

  





  

    		2026-03-26 13:45:37.07709

    		0.0 ms

  





  

    		2026-03-26 14:45:37.642067

    		0.0 ms

  





  

    		2026-03-26 15:45:38.58788

    		0.0 ms

  





  

    		2026-03-26 16:45:39.322973

    		0.0 ms

  





  

    		2026-03-26 17:45:39.620227

    		-0.1 ms

  





  

    		2026-03-26 18:45:40.830327

    		0.0 ms

  





  

    		2026-03-26 19:45:41.005018

    		0.0 ms

  





  

    		2026-03-26 20:45:43.295656

    		0.0 ms

  





  

    		2026-03-26 21:45:43.366947

    		0.0 ms

  





  

    		2026-03-26 22:45:45.663278

    		0.0 ms

  





  

    		2026-03-26 23:45:47.140947

    		0.0 ms

  





  

    		2026-03-27 00:45:48.637361

    		0.0 ms

  





  

    		2026-03-27 01:45:50.079207

    		0.0 ms

  





  

    		2026-03-27 02:45:51.55396

    		0.1 ms

  





  

    		2026-03-27 03:45:52.81106

    		0.0 ms

  





  

    		2026-03-27 04:45:54.185999

    		0.0 ms

  





  

    		2026-03-27 05:45:54.297911

    		-0.1 ms

  





  

    		2026-03-27 06:45:55.037363

    		0.1 ms

  





  

    		2026-03-27 07:45:57.701041

    		0.0 ms

  





  

    		2026-03-27 08:45:58.193118

    		0.0 ms

  





  

    		2026-03-27 09:45:59.178324

    		0.0 ms

  





  

    		2026-03-27 10:45:59.504747

    		0.0 ms

  





  

    		2026-03-27 11:46:00.676834

    		0.1 ms

  





  

    		2026-03-27 12:46:00.979083

    		0.1 ms

  





  

    		2026-03-27 13:46:01.565316

    		0.0 ms

  





  

    		2026-03-27 14:46:02.778936

    		0.0 ms

  





  

    		2026-03-27 15:46:03.105484

    		0.0 ms

  





  

    		2026-03-27 16:46:04.849905

    		0.0 ms

  





  

    		2026-03-27 17:46:04.949217

    		0.0 ms

  





  

    		2026-03-27 18:46:07.794456

    		0.0 ms

  





  

    		2026-03-27 19:46:10.320634

    		0.0 ms

  





  

    		2026-03-27 20:46:12.151195

    		0.0 ms

  





  

    		2026-03-27 21:46:14.148528

    		0.0 ms

  





  

    		2026-03-27 22:46:16.129031

    		0.0 ms

  





  

    		2026-03-27 23:46:17.876608

    		0.0 ms

  





  

    		2026-03-28 00:46:19.460452

    		0.0 ms

  





  

    		2026-03-28 01:46:21.071609

    		0.0 ms

  





  

    		2026-03-28 02:46:22.581103

    		0.0 ms

  





  

    		2026-03-28 03:46:24.262836

    		0.1 ms

  





  

    		2026-03-28 04:46:25.796826

    		0.3 ms

  





  

    		2026-03-28 05:46:27.567415

    		-0.5 ms

  





  

    		2026-03-28 06:53:14.785939

    		0.1 ms

  





  

    		2026-03-28 07:53:16.210219

    		0.1 ms

  





  

    		2026-03-28 08:53:16.373492

    		-0.3 ms

  





  

    		2026-03-28 09:53:17.088557

    		-0.1 ms

  





  

    		2026-03-28 10:53:18.094392

    		0.0 ms

  





  

    		2026-03-28 11:53:18.147954

    		0.0 ms

  





  

    		2026-03-28 12:53:18.177602

    		0.0 ms

  





  

    		2026-03-28 13:53:18.609466

    		0.0 ms

  





  

    		2026-03-28 14:53:19.152676

    		0.0 ms

  





  

    		2026-03-28 15:53:19.254741

    		0.0 ms

  





  

    		2026-03-28 16:53:20.342284

    		0.0 ms

  





  

    		2026-03-28 17:53:22.053753

    		0.0 ms

  





  

    		2026-03-28 18:53:22.261591

    		0.0 ms

  





  

    		2026-03-28 19:53:22.564094

    		0.0 ms

  





  

    		2026-03-28 20:53:24.615623

    		0.0 ms

  





  

    		2026-03-28 21:53:26.707346

    		0.0 ms

  





  

    		2026-03-28 22:53:28.577198

    		0.0 ms

  





  

    		2026-03-28 23:53:29.884915

    		0.0 ms

  





  

    		2026-03-29 00:53:31.192491

    		0.0 ms

  





  

    		2026-03-29 01:53:32.348844

    		0.0 ms

  





  

    		2026-03-29 02:53:33.854002

    		0.1 ms

  





  

    		2026-03-29 03:53:35.110362

    		0.0 ms

  





  

    		2026-03-29 04:53:36.668911

    		0.0 ms

  





  

    		2026-03-29 05:53:38.261417

    		0.2 ms

  





  

    		2026-03-29 06:53:40.827972

    		-1.0 ms

  





  

    		2026-03-29 07:53:40.887699

    		0.0 ms

  





  

    		2026-03-29 08:53:41.420944

    		0.0 ms

  





  

    		2026-03-29 09:53:42.601435

    		0.1 ms

  





  

    		2026-03-29 10:53:44.162894

    		-0.1 ms

  





  

    		2026-03-29 11:53:44.565305

    		0.1 ms

  





  

    		2026-03-29 12:53:46.34087

    		0.0 ms

  





  

    		2026-03-29 13:53:46.453867

    		0.0 ms

  





  

    		2026-03-29 14:53:46.799242

    		0.1 ms

  





  

    		2026-03-29 15:53:47.130243

    		-0.1 ms

  





  

    		2026-03-29 16:53:48.439349

    		0.2 ms

  





  

    		2026-03-29 17:53:49.353111

    		0.0 ms

  





  

    		2026-03-29 18:53:49.522546

    		0.1 ms

  





  

    		2026-03-29 19:53:49.763664

    		0.0 ms

  





  

    		2026-03-29 20:53:49.867199

    		0.0 ms

  





  

    		2026-03-29 21:53:50.132697

    		0.1 ms

  





  

    		2026-03-29 22:53:51.128661

    		-0.1 ms

  





  

    		2026-03-29 23:53:52.593052

    		0.2 ms

  





  

    		2026-03-30 00:53:54.234839

    		0.0 ms

  





  

    		2026-03-30 01:53:55.680779

    		0.1 ms

  





  

    		2026-03-30 02:53:57.269328

    		0.1 ms

  





  

    		2026-03-30 03:53:58.771684

    		0.0 ms

  





  

    		2026-03-30 04:54:00.257356

    		-0.1 ms

  





  

    		2026-03-30 05:54:02.252207

    		0.2 ms

  





  

    		2026-03-30 06:54:02.485977

    		-0.1 ms

  





  

    		2026-03-30 07:54:03.07156

    		-0.1 ms

  





  

    		2026-03-30 08:54:03.218907

    		0.0 ms

  





  

    		2026-03-30 09:54:03.570438

    		0.1 ms

  





  

    		2026-03-30 10:54:03.893782

    		-0.3 ms

  





  

    		2026-03-30 11:54:04.419349

    		-0.1 ms

  





  

    		2026-03-30 12:54:04.809394

    		0.1 ms

  





  

    		2026-03-30 13:54:05.375186

    		-0.1 ms

  





  

    		2026-03-30 14:54:05.884609

    		0.0 ms

  





  

    		2026-03-30 15:54:06.268848

    		-0.1 ms

  





  

    		2026-03-30 16:54:06.530403

    		0.0 ms

  





  

    		2026-03-30 17:54:06.745111

    		0.0 ms

  





  

    		2026-03-30 18:54:06.815729

    		0.0 ms

  





  

    		2026-03-30 19:54:07.411022

    		0.0 ms

  





  

    		2026-03-30 20:54:08.060907

    		0.0 ms

  





  

    		2026-03-30 21:54:10.155743

    		0.0 ms

  





  

    		2026-03-30 22:54:11.669769

    		0.0 ms

  





  

    		2026-03-30 23:54:13.478772

    		0.0 ms

  





  

    		2026-03-31 00:54:15.122717

    		0.0 ms

  





  

    		2026-03-31 01:54:16.556883

    		0.0 ms

  





  

    		2026-03-31 02:54:17.984084

    		0.0 ms

  





  

    		2026-03-31 03:54:19.922517

    		0.0 ms

  





  

    		2026-03-31 04:54:21.763813

    		0.0 ms

  





  

    		2026-03-31 05:54:21.943082

    		0.0 ms

  





  

    		2026-03-31 06:54:22.131487

    		0.0 ms

  





  

    		2026-03-31 07:54:22.472626

    		0.0 ms

  





  

    		2026-03-31 08:54:22.623081

    		0.0 ms

  





  

    		2026-03-31 09:54:23.384628

    		0.0 ms

  





  

    		2026-03-31 10:54:23.762505

    		0.0 ms

  





  

    		2026-03-31 11:54:24.108323

    		0.0 ms

  





  

    		2026-03-31 12:54:24.544638

    		-0.1 ms

  





  

    		2026-03-31 13:54:25.01195

    		0.0 ms

  





  

    		2026-03-31 14:54:25.41162

    		0.0 ms

  





  

    		2026-03-31 15:54:25.674433

    		0.1 ms

  





  

    		2026-03-31 16:54:26.669311

    		0.0 ms

  





  

    		2026-03-31 17:54:27.048215

    		0.0 ms

  





  

    		2026-03-31 18:54:27.753671

    		0.0 ms

  





  

    		2026-03-31 19:54:27.971276

    		0.0 ms

  





  

    		2026-03-31 20:54:30.643164

    		0.1 ms

  





  

    		2026-03-31 21:54:30.821725

    		0.0 ms

  





  

    		2026-03-31 22:54:31.884669

    		0.1 ms

  





  

    		2026-03-31 23:54:33.266091

    		0.0 ms

  





  

    		2026-04-01 00:54:34.528206

    		0.0 ms

  





  

    		2026-04-01 01:54:35.602107

    		0.0 ms

  





  

    		2026-04-01 02:54:36.851146

    		0.0 ms

  





  

    		2026-04-01 03:54:38.154696

    		0.0 ms

  





  

    		2026-04-01 04:54:39.339814

    		0.0 ms

  





  

    		2026-04-01 05:54:40.255717

    		-0.1 ms

  





  

    		2026-04-01 06:54:40.293067

    		0.0 ms

  





  

    		2026-04-01 07:54:41.694717

    		0.0 ms

  





  

    		2026-04-01 08:54:41.840303

    		-0.1 ms

  





  

    		2026-04-01 09:54:41.940088

    		0.0 ms

  





  

    		2026-04-01 10:54:42.085884

    		0.0 ms

  





  

    		2026-04-01 11:54:43.226309

    		0.0 ms

  





  

    		2026-04-01 12:54:44.154744

    		0.0 ms

  





  

    		2026-04-01 13:54:44.748142

    		-0.1 ms

  





  

    		2026-04-01 14:54:45.334172

    		0.1 ms

  





  

    		2026-04-01 15:54:45.354162

    		0.0 ms

  





  

    		2026-04-01 16:54:45.724709

    		0.0 ms

  





  

    		2026-04-01 17:54:46.236751

    		0.1 ms

  





  

    		2026-04-01 18:54:46.298492

    		0.0 ms

  





  

    		2026-04-01 19:54:46.534379

    		0.0 ms

  





  

    		2026-04-01 20:54:47.823205

    		0.0 ms

  





  

    		2026-04-01 21:54:49.76886

    		0.0 ms

  





  

    		2026-04-01 22:54:51.084761

    		0.0 ms

  





  

    		2026-04-01 23:54:52.650449

    		0.1 ms

  





  

    		2026-04-02 00:54:54.155732

    		0.0 ms

  





  

    		2026-04-02 01:54:55.71618

    		-0.1 ms

  





  

    		2026-04-02 02:54:57.134166

    		0.0 ms

  





  

    		2026-04-02 03:54:58.481149

    		-0.2 ms

  





  

    		2026-04-02 04:54:59.764623

    		0.0 ms

  





  

    		2026-04-02 05:55:01.407065

    		0.0 ms

  





  

    		2026-04-02 06:55:03.264836

    		0.0 ms

  





  

    		2026-04-02 07:55:03.440791

    		-0.1 ms

  





  

    		2026-04-02 08:55:03.510235

    		-0.1 ms

  





  

    		2026-04-02 09:55:03.625099

    		0.0 ms

  





  

    		2026-04-02 10:55:03.866769

    		0.0 ms

  





  

    		2026-04-02 11:55:04.548108

    		-0.1 ms

  





  

    		2026-04-02 12:55:05.453909

    		0.0 ms

  





  

    		2026-04-02 13:55:05.715784

    		0.4 ms

  





  

    		2026-04-02 14:55:07.388168

    		-0.1 ms

  





  

    		2026-04-02 15:55:08.155182

    		0.0 ms

  





  

    		2026-04-02 16:55:08.405314

    		-0.5 ms

  





  

    		2026-04-02 17:55:09.862218

    		0.0 ms

  





  

    		2026-04-02 18:55:10.858651

    		-0.1 ms

  





  

    		2026-04-02 19:55:12.606618

    		0.0 ms

  





  

    		2026-04-02 20:55:14.727033

    		-0.2 ms

  





  

    		2026-04-02 21:55:16.613317

    		0.0 ms

  





  

    		2026-04-02 22:55:18.054303

    		-0.1 ms

  





  

    		2026-04-02 23:55:19.364061

    		0.0 ms

  





  

    		2026-04-03 00:55:19.637911

    		0.2 ms

  





  

    		2026-04-03 01:55:21.35259

    		0.1 ms

  





  

    		2026-04-03 02:55:23.127995

    		0.0 ms

  





  

    		2026-04-03 03:55:24.447933

    		0.0 ms

  





  

    		2026-04-03 04:55:25.800842

    		0.0 ms

  





  

    		2026-04-03 05:55:27.199449

    		0.0 ms

  





  

    		2026-04-03 06:55:28.82675

    		0.0 ms

  





  

    		2026-04-03 07:55:28.835018

    		0.0 ms

  





  

    		2026-04-03 08:55:30.714911

    		-0.2 ms

  





  

    		2026-04-03 09:55:31.051016

    		0.0 ms

  





  

    		2026-04-03 10:55:31.621414

    		0.0 ms

  





  

    		2026-04-03 11:55:32.32837

    		0.1 ms

  





  

    		2026-04-03 12:55:32.994995

    		-0.1 ms

  





  

    		2026-04-03 13:55:34.005821

    		0.0 ms

  





  

    		2026-04-03 14:55:34.337265

    		0.0 ms

  





  

    		2026-04-03 15:55:34.462812

    		-0.1 ms

  





  

    		2026-04-03 16:55:34.79495

    		0.0 ms

  





  

    		2026-04-03 17:55:36.547127

    		-0.2 ms

  





  

    		2026-04-03 18:55:36.601466

    		0.1 ms

  





  

    		2026-04-03 19:55:38.407012

    		-0.1 ms

  





  

    		2026-04-03 20:55:38.477401

    		0.0 ms

  





  

    		2026-04-03 21:55:39.227047

    		0.2 ms

  





  

    		2026-04-03 22:55:39.819988

    		0.0 ms

  





  

    		2026-04-03 23:55:41.957552

    		-0.1 ms

  





  

    		2026-04-04 00:55:44.030593

    		0.1 ms

  





  

    		2026-04-04 01:55:45.488655

    		0.0 ms

  





  

    		2026-04-04 02:55:46.57042

    		0.0 ms

  





  

    		2026-04-04 03:55:46.942754

    		0.0 ms

  





  

    		2026-04-04 04:55:48.763549

    		0.0 ms

  





  

    		2026-04-04 05:55:50.414237

    		-0.1 ms

  





  

    		2026-04-04 06:55:50.749699

    		-0.1 ms

  





  

    		2026-04-04 07:55:51.811523

    		0.0 ms

  





  

    		2026-04-04 08:55:52.992532

    		0.0 ms

  





  

    		2026-04-04 09:55:54.107367

    		0.0 ms

  





  

    		2026-04-04 10:55:54.486557

    		0.0 ms

  





  

    		2026-04-04 11:55:54.980029

    		-0.1 ms

  





  

    		2026-04-04 12:55:55.188525

    		0.0 ms

  





  

    		2026-04-04 13:55:55.759223

    		0.0 ms

  





  

    		2026-04-04 14:55:56.37769

    		0.0 ms

  





  

    		2026-04-04 15:55:56.975764

    		-0.1 ms

  





  

    		2026-04-04 16:55:57.496431

    		0.1 ms

  





  

    		2026-04-04 17:55:59.594359

    		0.0 ms

  





  

    		2026-04-04 18:56:00.748971

    		0.0 ms

  





  

    		2026-04-04 19:56:00.996751

    		0.0 ms

  





  

    		2026-04-04 20:56:03.620783

    		0.0 ms

  





  

    		2026-04-04 21:56:06.135093

    		0.0 ms

  





  

    		2026-04-04 22:56:08.422325

    		0.2 ms

  





  

    		2026-04-04 23:56:10.012342

    		0.3 ms

  





  

    		2026-04-05 00:56:10.183922

    		0.0 ms

  





  

    		2026-04-05 01:56:12.115981

    		0.0 ms

  





  

    		2026-04-05 02:56:13.636562

    		0.0 ms

  





  

    		2026-04-05 03:56:15.805188

    		0.0 ms

  





  

    		2026-04-05 04:56:17.406187

    		0.0 ms

  





  

    		2026-04-05 05:56:18.905532

    		0.1 ms

  





  

    		2026-04-05 06:56:19.417618

    		0.0 ms

  





  

    		2026-04-05 07:56:20.509601

    		0.0 ms

  





  

    		2026-04-05 08:56:20.950133

    		0.0 ms

  





  

    		2026-04-05 09:56:21.733009

    		0.0 ms

  





  

    		2026-04-05 10:56:21.753766

    		0.0 ms

  





  

    		2026-04-05 11:56:22.424423

    		-0.1 ms

  





  

    		2026-04-05 12:56:22.549693

    		0.0 ms

  





  

    		2026-04-05 13:56:22.684982

    		0.0 ms

  





  

    		2026-04-05 14:56:22.696281

    		0.1 ms

  





  

    		2026-04-05 15:56:23.30175

    		0.0 ms

  





  

    		2026-04-05 16:56:24.151484

    		-0.2 ms

  





  

    		2026-04-05 17:56:24.839325

    		0.0 ms

  





  

    		2026-04-05 18:56:25.1341

    		0.1 ms

  





  

    		2026-04-05 19:56:25.413222

    		0.0 ms

  





  

    		2026-04-05 20:56:25.500272

    		-0.1 ms

  





  

    		2026-04-05 21:56:26.012537

    		0.1 ms

  





  

    		2026-04-05 22:56:26.752807

    		0.0 ms

  





  

    		2026-04-05 23:56:28.412881

    		0.0 ms

  





  

    		2026-04-06 00:56:30.273589

    		0.0 ms

  





  

    		2026-04-06 01:56:32.132427

    		0.0 ms

  





  

    		2026-04-06 02:56:33.764957

    		0.1 ms

  





  

    		2026-04-06 03:56:35.443595

    		0.0 ms

  





  

    		2026-04-06 04:56:36.221221

    		-0.1 ms

  





  

    		2026-04-06 05:56:38.399442

    		0.0 ms

  





  

    		2026-04-06 06:56:38.819359

    		0.0 ms

  





  

    		2026-04-06 07:56:39.900519

    		0.0 ms

  





  

    		2026-04-06 08:56:40.589536

    		0.0 ms

  





  

    		2026-04-06 09:56:40.815015

    		0.0 ms

  





  

    		2026-04-06 10:56:41.326826

    		0.0 ms

  





  

    		2026-04-06 11:56:41.436633

    		-0.2 ms

  





  

    		2026-04-06 12:56:41.619914

    		0.0 ms

  





  

    		2026-04-06 13:56:41.636195

    		0.0 ms

  





  

    		2026-04-06 14:56:42.606036

    		0.1 ms

  





  

    		2026-04-06 15:56:43.310915

    		0.1 ms

  





  

    		2026-04-06 16:56:43.492887

    		0.0 ms

  





  

    		2026-04-06 17:56:45.215024

    		-0.1 ms

  





  

    		2026-04-06 18:56:47.006797

    		0.0 ms

  





  

    		2026-04-06 19:56:47.702908

    		-0.1 ms

  





  

    		2026-04-06 20:56:48.443046

    		0.0 ms

  





  

    		2026-04-06 21:56:49.620797

    		0.1 ms

  





  

    		2026-04-06 22:56:50.033229

    		0.0 ms

  





  

    		2026-04-06 23:56:50.641411

    		0.0 ms

  





  

    		2026-04-07 00:56:52.919117

    		0.0 ms

  





  

    		2026-04-07 01:56:54.677992

    		0.0 ms

  





  

    		2026-04-07 02:56:56.410282

    		0.0 ms

  





  

    		2026-04-07 03:56:58.255909

    		0.1 ms

  





  

    		2026-04-07 04:56:58.442463

    		0.0 ms

  





  

    		2026-04-07 05:56:59.736085

    		-0.3 ms

  





  

    		2026-04-07 06:56:59.928975

    		0.2 ms

  





  

    		2026-04-07 07:57:00.090538

    		0.0 ms

  





  

    		2026-04-07 08:57:00.500444

    		0.0 ms

  





  

    		2026-04-07 09:57:00.519059

    		0.0 ms

  





  

    		2026-04-07 10:57:00.901735

    		0.0 ms

  





  

    		2026-04-07 11:57:01.110221

    		0.0 ms

  





  

    		2026-04-07 12:57:01.24215

    		-0.1 ms

  





  

    		2026-04-07 13:57:02.286573

    		0.0 ms

  





  

    		2026-04-07 14:57:02.317331

    		0.0 ms

  





  

    		2026-04-07 15:57:02.702044

    		0.0 ms

  





  

    		2026-04-07 16:57:04.025041

    		0.0 ms

  





  

    		2026-04-07 17:57:04.542442

    		0.0 ms

  





  

    		2026-04-07 18:57:04.727608

    		0.0 ms

  





  

    		2026-04-07 19:57:05.153726

    		0.1 ms

  





  

    		2026-04-07 20:57:05.187523

    		-0.2 ms

  





  

    		2026-04-07 21:57:07.001661

    		0.0 ms

  





  

    		2026-04-07 22:57:08.580346

    		0.0 ms

  





  

    		2026-04-07 23:57:10.67233

    		0.0 ms

  





  

    		2026-04-08 00:57:12.264864

    		0.0 ms

  





  

    		2026-04-08 01:57:13.545228

    		0.0 ms

  





  

    		2026-04-08 02:57:14.785138

    		0.0 ms

  





  

    		2026-04-08 03:57:15.352525

    		0.0 ms

  





  

    		2026-04-08 04:57:17.146793

    		0.0 ms

  





  

    		2026-04-08 05:57:17.298456

    		0.0 ms

  





  

    		2026-04-08 06:57:17.793768

    		0.1 ms

  





  

    		2026-04-08 07:57:18.043492

    		0.0 ms

  





  

    		2026-04-08 08:57:18.494203

    		0.0 ms

  





  

    		2026-04-08 09:57:19.266482

    		0.0 ms

  





  

    		2026-04-08 10:57:19.330428

    		0.0 ms

  





  

    		2026-04-08 11:57:20.150168

    		0.0 ms

  





  

    		2026-04-08 12:57:20.426778

    		0.0 ms

  





  

    		2026-04-08 13:57:20.523997

    		0.0 ms

  





  

    		2026-04-08 14:57:20.657628

    		0.0 ms

  





  

    		2026-04-08 15:57:21.087821

    		0.0 ms

  





  

    		2026-04-08 16:57:21.191968

    		0.0 ms

  





  

    		2026-04-08 17:57:22.124274

    		0.1 ms

  





  

    		2026-04-08 18:57:23.049136

    		-0.1 ms

  





  

    		2026-04-08 19:57:23.172376

    		0.1 ms

  





  

    		2026-04-08 20:57:25.764036

    		0.0 ms

  





  

    		2026-04-08 21:57:27.512492

    		0.1 ms

  





  

    		2026-04-08 22:57:29.166125

    		0.0 ms

  





  

    		2026-04-08 23:57:31.029059

    		0.1 ms

  





  

    		2026-04-09 00:57:32.532694

    		0.0 ms

  





  

    		2026-04-09 01:57:33.056294

    		-0.1 ms

  





  

    		2026-04-09 02:57:35.357693

    		0.0 ms

  





  

    		2026-04-09 03:57:36.521793

    		0.0 ms

  





  

    		2026-04-09 04:57:38.035801

    		0.0 ms

  





  

    		2026-04-09 05:57:38.055533

    		-0.1 ms

  





  

    		2026-04-09 06:57:38.142273

    		0.0 ms

  





  

    		2026-04-09 07:57:38.390006

    		0.0 ms

  





  

    		2026-04-09 08:57:38.542194

    		-0.1 ms

  





  

    		2026-04-09 09:57:38.904701

    		0.0 ms

  





  

    		2026-04-09 10:57:39.976217

    		0.0 ms

  





  

    		2026-04-09 11:57:41.392329

    		0.0 ms

  





  

    		2026-04-09 12:57:42.396221

    		0.0 ms

  





  

    		2026-04-09 13:57:43.030376

    		0.0 ms

  





  

    		2026-04-09 14:57:43.75658

    		0.0 ms

  





  

    		2026-04-09 15:57:44.887372

    		0.0 ms

  





  

    		2026-04-09 16:57:46.891222

    		0.1 ms

  





  

    		2026-04-09 17:57:47.007352

    		0.0 ms

  





  

    		2026-04-09 18:57:48.904727

    		0.0 ms

  





  

    		2026-04-09 19:57:50.834456

    		0.0 ms

  





  

    		2026-04-09 20:57:52.515878

    		0.0 ms

  





  

    		2026-04-09 21:57:53.981262

    		0.0 ms

  





  

    		2026-04-09 22:57:55.356799

    		0.1 ms

  





  

    		2026-04-09 23:57:56.974386

    		0.0 ms

  





  

    		2026-04-10 00:57:58.652975

    		0.0 ms

  





  

    		2026-04-10 01:58:00.061676

    		0.0 ms

  





  

    		2026-04-10 02:58:01.472942

    		0.0 ms

  





  

    		2026-04-10 03:58:02.939671

    		0.0 ms

  





  

    		2026-04-10 04:58:04.660998

    		0.0 ms

  





  

    		2026-04-10 05:58:06.126986

    		-0.1 ms

  





  

    		2026-04-10 06:58:06.525156

    		0.0 ms

  





  

    		2026-04-10 07:58:07.921267

    		0.0 ms

  





  

    		2026-04-10 08:58:08.593584

    		0.0 ms

  





  

    		2026-04-10 09:58:09.978319

    		-0.1 ms

  





  

    		2026-04-10 10:58:10.998253

    		0.7 ms

  





  

    		2026-04-10 11:58:11.127713

    		0.0 ms

  





  

    		2026-04-10 12:58:12.611058

    		0.0 ms

  





  

    		2026-04-10 13:58:12.674084

    		0.0 ms

  





  

    		2026-04-10 14:58:12.746589

    		-0.2 ms

  





  

    		2026-04-10 15:58:13.808085

    		0.0 ms

  





  

    		2026-04-10 16:58:13.828113

    		0.0 ms

  





  

    		2026-04-10 17:58:14.945609

    		0.0 ms

  





  

    		2026-04-10 18:58:15.258836

    		0.0 ms

  





  

    		2026-04-10 19:58:16.613524

    		0.0 ms

  





  

    		2026-04-10 20:58:18.627889

    		0.0 ms

  





  

    		2026-04-10 21:58:20.332373

    		0.1 ms

  





  

    		2026-04-10 22:58:22.302811

    		0.0 ms

  





  

    		2026-04-10 23:58:23.715306

    		0.0 ms

  





  

    		2026-04-11 00:58:25.325146

    		0.0 ms

  





  

    		2026-04-11 01:58:26.937015

    		-0.1 ms

  





  

    		2026-04-11 02:58:28.520877

    		0.0 ms

  





  

    		2026-04-11 03:58:30.427809

    		0.0 ms

  





  

    		2026-04-11 04:58:32.274807

    		-0.3 ms

  





  

    		2026-04-11 05:58:34.281613

    		-0.1 ms

  





  

    		2026-04-11 06:58:35.276243

    		0.0 ms

  





  

    		2026-04-11 07:58:35.604667

    		0.0 ms

  





  

    		2026-04-11 08:58:35.898444

    		0.0 ms

  





  

    		2026-04-11 09:58:36.592727

    		0.0 ms

  





  

    		2026-04-11 10:58:38.273963

    		0.0 ms

  





  

    		2026-04-11 11:58:40.224803

    		0.1 ms

  





  

    		2026-04-11 12:58:40.308222

    		-0.3 ms

  





  

    		2026-04-11 13:58:40.638145

    		0.0 ms

  





  

    		2026-04-11 14:58:41.468986

    		0.0 ms

  





  

    		2026-04-11 15:58:42.281811

    		0.0 ms

  





  

    		2026-04-11 16:58:42.552775

    		0.0 ms

  





  

    		2026-04-11 17:58:44.713109

    		0.0 ms

  





  

    		2026-04-11 18:58:45.906169

    		0.0 ms

  





  

    		2026-04-11 19:58:46.229768

    		0.1 ms

  





  

    		2026-04-11 20:58:46.53525

    		0.0 ms

  





  

    		2026-04-11 21:58:47.390036

    		0.0 ms

  





  

    		2026-04-11 22:58:47.710981

    		0.0 ms

  





  

    		2026-04-11 23:58:47.88309

    		0.0 ms

  





  

    		2026-04-12 00:58:49.507241

    		0.0 ms

  





  

    		2026-04-12 01:58:50.71978

    		0.2 ms

  





  

    		2026-04-12 02:58:52.409713

    		0.0 ms

  





  

    		2026-04-12 03:58:54.0386

    		0.0 ms

  





  

    		2026-04-12 04:58:54.639331

    		0.0 ms

  





  

    		2026-04-12 05:58:55.441393

    		0.0 ms

  





  

    		2026-04-12 06:58:57.324218

    		0.1 ms

  





  

    		2026-04-12 07:58:58.507917

    		-0.1 ms

  





  

    		2026-04-12 08:58:58.879435

    		-0.1 ms

  





  

    		2026-04-12 09:58:59.703676

    		0.0 ms

  





  

    		2026-04-12 10:58:59.834964

    		-0.2 ms

  





  

    		2026-04-12 11:59:00.630487

    		0.0 ms

  





  

    		2026-04-12 12:59:01.001643

    		0.0 ms

  





  

    		2026-04-12 13:59:01.024171

    		0.1 ms

  





  

    		2026-04-12 14:59:01.315632

    		0.2 ms

  





  

    		2026-04-12 15:59:03.504219

    		0.0 ms

  





  

    		2026-04-12 16:59:03.609375

    		0.0 ms

  





  

    		2026-04-12 17:59:05.190762

    		0.1 ms

  





  

    		2026-04-12 18:59:05.761347

    		0.0 ms

  





  

    		2026-04-12 19:59:06.553443

    		0.0 ms

  





  

    		2026-04-12 20:59:07.211385

    		-0.1 ms

  





  

    		2026-04-12 21:59:07.793218

    		0.0 ms

  





  

    		2026-04-12 22:59:09.264866

    		-0.1 ms

  





  

    		2026-04-12 23:59:10.743068

    		0.0 ms

  





  

    		2026-04-13 00:59:11.911175

    		0.0 ms

  





  

    		2026-04-13 01:59:13.388697

    		0.0 ms

  





  

    		2026-04-13 02:59:14.50062

    		0.1 ms

  





  

    		2026-04-13 03:59:15.698415

    		0.0 ms

  





  

    		2026-04-13 04:59:17.09112

    		-0.1 ms

  





  

    		2026-04-13 05:59:17.674843

    		-0.1 ms

  





  

    		2026-04-13 06:59:18.765712

    		0.0 ms

  





  

    		2026-04-13 07:59:19.824974

    		0.0 ms

  





  

    		2026-04-13 08:59:21.226773

    		0.0 ms

  





  

    		2026-04-13 09:59:21.898596

    		0.0 ms

  





  

    		2026-04-13 10:59:22.364747

    		0.1 ms

  





  

    		2026-04-13 11:59:23.467275

    		0.0 ms

  





  

    		2026-04-13 12:59:24.5517

    		0.0 ms

  





  

    		2026-04-13 13:59:24.715797

    		0.0 ms

  





  

    		2026-04-13 14:59:24.834113

    		0.0 ms

  





  

    		2026-04-13 15:59:25.252754

    		-0.3 ms

  





  

    		2026-04-13 16:59:25.387016

    		0.0 ms

  





  

    		2026-04-13 17:59:25.634799

    		0.1 ms

  





  

    		2026-04-13 18:59:26.403531

    		0.1 ms

  





  

    		2026-04-13 19:59:26.7807

    		0.0 ms

  





  

    		2026-04-13 20:59:27.3597

    		0.0 ms

  





  

    		2026-04-13 21:59:28.465891

    		0.0 ms

  





  

    		2026-04-13 22:59:29.815868

    		0.0 ms

  





  

    		2026-04-13 23:59:29.886842

    		-0.1 ms

  





  

    		2026-04-14 00:59:31.229687

    		0.1 ms

  





  

    		2026-04-14 01:59:32.606808

    		0.0 ms

  





  

    		2026-04-14 02:59:34.034166

    		0.0 ms

  





  

    		2026-04-14 03:59:35.324372

    		0.0 ms

  





  

    		2026-04-14 04:59:35.49003

    		0.0 ms

  





  

    		2026-04-14 05:59:35.965365

    		0.0 ms

  





  

    		2026-04-14 06:59:36.418956

    		-0.1 ms

  





  

    		2026-04-14 07:59:37.578217

    		0.0 ms

  





  

    		2026-04-14 08:59:37.944283

    		0.0 ms

  





  

    		2026-04-14 09:59:39.438927

    		0.0 ms

  





  

    		2026-04-14 10:59:39.663359

    		-0.1 ms

  





  

    		2026-04-14 11:59:39.754039

    		0.0 ms

  





  

    		2026-04-14 12:59:41.117563

    		0.0 ms

  





  

    		2026-04-14 13:59:42.234325

    		-0.1 ms

  





  

    		2026-04-14 14:59:42.274009

    		0.0 ms

  





  

    		2026-04-14 15:59:43.467978

    		0.0 ms

  





  

    		2026-04-14 16:59:44.206109

    		0.0 ms

  





  

    		2026-04-14 17:59:46.027682

    		0.0 ms

  





  

    		2026-04-14 18:59:46.456108

    		0.0 ms

  





  

    		2026-04-14 19:59:46.71624

    		0.0 ms

  





  

    		2026-04-14 20:59:46.724241

    		0.0 ms

  





  

    		2026-04-14 21:59:48.456341

    		0.0 ms

  





  

    		2026-04-14 22:59:48.571722

    		0.0 ms

  





  

    		2026-04-14 23:59:48.980103

    		0.0 ms

  





  

    		2026-04-15 00:59:50.225045

    		0.0 ms

  





  

    		2026-04-15 01:59:51.687766

    		0.0 ms

  





  

    		2026-04-15 02:59:51.829849

    		0.0 ms

  





  

    		2026-04-15 03:59:53.342958

    		0.0 ms

  





  

    		2026-04-15 04:59:55.141555

    		0.0 ms

  





  

    		2026-04-15 05:59:57.383278

    		0.0 ms

  





  

    		2026-04-15 06:59:57.7931

    		0.0 ms

  





  

    		2026-04-15 07:59:58.217386

    		0.1 ms

  





  

    		2026-04-15 08:59:58.964731

    		0.0 ms

  





  

    		2026-04-15 09:59:59.342342

    		-0.1 ms

  





  

    		2026-04-15 11:00:00.205726

    		0.1 ms

  





  

    		2026-04-15 12:00:00.549635

    		0.0 ms

  





  

    		2026-04-15 13:00:00.864751

    		0.0 ms

  





  

    		2026-04-15 14:00:01.222873

    		0.0 ms

  





  

    		2026-04-15 15:00:01.424912

    		0.2 ms

  





  

    		2026-04-15 16:00:01.987735

    		0.0 ms

  





  

    		2026-04-15 17:00:03.52292

    		0.0 ms

  





  

    		2026-04-15 18:00:04.00129

    		0.0 ms

  





  

    		2026-04-15 19:00:06.265911

    		-0.1 ms

  





  

    		2026-04-15 20:00:06.386497

    		0.7 ms

  





  

    		2026-04-15 21:00:07.156319

    		0.0 ms

  





  

    		2026-04-15 22:00:08.335774

    		0.0 ms

  





  

    		2026-04-15 23:00:10.440043

    		0.0 ms

  





  

    		2026-04-16 00:00:11.745456

    		0.0 ms

  





  

    		2026-04-16 01:00:12.947764

    		0.0 ms

  





  

    		2026-04-16 02:00:14.4246

    		0.0 ms

  





  

    		2026-04-16 03:00:16.132521

    		0.0 ms

  





  

    		2026-04-16 04:00:17.222845

    		0.0 ms

  





  

    		2026-04-16 05:00:18.479943

    		0.0 ms

  





  

    		2026-04-16 06:00:20.012347

    		0.0 ms

  





  

    		2026-04-16 07:00:20.971906

    		0.0 ms

  





  

    		2026-04-16 08:00:21.501646

    		-0.1 ms

  





  

    		2026-04-16 09:00:22.440765

    		0.0 ms

  





  

    		2026-04-16 10:00:22.49529

    		0.0 ms

  





  

    		2026-04-16 11:00:23.063211

    		0.0 ms

  





  

    		2026-04-16 12:00:23.111576

    		-0.1 ms

  





  

    		2026-04-16 13:00:23.3708

    		0.2 ms

  





  

    		2026-04-16 14:00:23.52079

    		0.0 ms

  





  

    		2026-04-16 15:00:24.606594

    		0.0 ms

  





  

    		2026-04-16 16:00:25.414609

    		0.0 ms

  





  

    		2026-04-16 17:00:25.452789

    		0.0 ms

  





  

    		2026-04-16 18:00:27.101549

    		0.0 ms

  





  

    		2026-04-16 19:00:28.117766

    		0.0 ms

  





  

    		2026-04-16 20:00:30.499378

    		0.0 ms

  





  

    		2026-04-16 21:00:31.921543

    		0.0 ms

  





  

    		2026-04-16 22:00:33.219451

    		0.0 ms

  





  

    		2026-04-16 23:00:33.411466

    		-0.1 ms

  





  

    		2026-04-17 00:00:35.087028

    		0.0 ms

  





  

    		2026-04-17 01:00:36.668608

    		0.1 ms

  





  

    		2026-04-17 02:00:37.932407

    		0.1 ms

  





  

    		2026-04-17 03:00:39.435098

    		-0.1 ms

  





  

    		2026-04-17 04:00:40.922222

    		0.0 ms

  





  

    		2026-04-17 05:00:42.535942

    		0.0 ms

  





  

    		2026-04-17 06:00:44.137177

    		0.0 ms

  





  

    		2026-04-17 07:00:44.713277

    		0.0 ms

  





  

    		2026-04-17 08:00:44.756139

    		0.1 ms

  





  

    		2026-04-17 09:00:45.847257

    		0.0 ms

  





  

    		2026-04-17 10:00:46.041959

    		0.0 ms

  





  

    		2026-04-17 11:00:47.687337

    		0.0 ms

  





  

    		2026-04-17 12:00:48.110335

    		0.0 ms

  





  

    		2026-04-17 13:00:48.421143

    		0.0 ms

  





  

    		2026-04-17 14:00:48.84555

    		0.0 ms

  





  

    		2026-04-17 15:00:48.97152

    		-0.2 ms

  





  

    		2026-04-17 16:00:50.143855

    		-0.1 ms

  





  

    		2026-04-17 17:00:52.768602

    		0.1 ms

  





  

    		2026-04-17 18:00:52.917046

    		0.0 ms

  





  

    		2026-04-17 19:00:55.057643

    		0.0 ms

  





  

    		2026-04-17 20:00:56.927768

    		0.0 ms

  





  

    		2026-04-17 21:00:58.486285

    		0.0 ms

  





  

    		2026-04-17 22:01:00.236125

    		0.1 ms

  





  

    		2026-04-17 23:01:01.624474

    		0.0 ms

  





  

    		2026-04-18 00:01:03.180087

    		-0.1 ms

  





  

    		2026-04-18 01:01:04.850636

    		0.0 ms

  





  

    		2026-04-18 02:01:05.90247

    		0.0 ms

  





  

    		2026-04-18 03:01:07.266472

    		0.0 ms

  





  

    		2026-04-18 04:01:07.412541

    		0.0 ms

  





  

    		2026-04-18 05:01:08.95285

    		0.0 ms

  





  

    		2026-04-18 06:01:10.887785

    		0.0 ms

  





  

    		2026-04-18 07:01:11.449423

    		0.0 ms

  





  

    		2026-04-18 08:01:11.469907

    		0.0 ms

  





  

    		2026-04-18 09:01:13.197826

    		0.0 ms

  





  

    		2026-04-18 10:01:13.366227

    		0.0 ms

  





  

    		2026-04-18 11:01:14.794222

    		0.1 ms

  





  

    		2026-04-18 12:01:15.603755

    		0.0 ms

  





  

    		2026-04-18 13:01:15.845034

    		0.0 ms

  





  

    		2026-04-18 14:01:15.972393

    		0.0 ms

  





  

    		2026-04-18 15:01:16.767237

    		0.0 ms

  





  

    		2026-04-18 16:01:17.091293

    		0.0 ms

  





  

    		2026-04-18 17:01:17.230286

    		0.0 ms

  





  

    		2026-04-18 18:01:18.775785

    		0.1 ms

  





  

    		2026-04-18 19:01:18.795892

    		0.0 ms

  





  

    		2026-04-18 20:01:20.457977

    		0.0 ms

  





  

    		2026-04-18 21:01:23.044975

    		0.0 ms

  





  

    		2026-04-18 22:01:24.558221

    		0.0 ms

  





  

    		2026-04-18 23:01:26.20304

    		-0.1 ms

  





  

    		2026-04-19 00:01:27.750252

    		0.0 ms

  





  

    		2026-04-19 01:01:29.187636

    		0.1 ms

  





  

    		2026-04-19 02:01:30.620394

    		-0.1 ms

  





  

    		2026-04-19 03:01:32.005246

    		0.0 ms

  





  

    		2026-04-19 04:01:33.399027

    		0.0 ms

  





  

    		2026-04-19 05:01:34.829942

    		0.0 ms

  





  

    		2026-04-19 06:01:36.140841

    		0.0 ms

  





  

    		2026-04-19 07:01:36.665656

    		0.0 ms

  





  

    		2026-04-19 08:01:37.253498

    		-0.1 ms

  





  

    		2026-04-19 09:01:37.772992

    		0.0 ms

  





  

    		2026-04-19 10:01:37.902225

    		0.0 ms

  





  

    		2026-04-19 11:01:40.149008

    		0.0 ms

  





  

    		2026-04-19 12:01:40.881289

    		-0.1 ms

  





  

    		2026-04-19 13:01:42.418652

    		0.0 ms

  





  

    		2026-04-19 14:01:42.535516

    		0.0 ms

  





  

    		2026-04-19 15:01:43.677711

    		0.0 ms

  





  

    		2026-04-19 16:01:44.516143

    		0.1 ms

  





  

    		2026-04-19 17:01:46.494196

    		-0.2 ms

  





  

    		2026-04-19 18:01:46.816448

    		0.0 ms

  





  

    		2026-04-19 19:01:49.519903

    		0.0 ms

  





  

    		2026-04-19 20:01:49.780874

    		0.0 ms

  





  

    		2026-04-19 21:01:51.411566

    		0.0 ms

  





  

    		2026-04-19 22:01:53.001512

    		0.0 ms

  





  

    		2026-04-19 23:01:54.725703

    		0.0 ms

  





  

    		2026-04-20 00:01:56.139955

    		0.0 ms

  





  

    		2026-04-20 01:01:57.475544

    		0.0 ms

  





  

    		2026-04-20 02:01:58.786583

    		0.1 ms

  





  

    		2026-04-20 03:02:00.152622

    		0.0 ms

  





  

    		2026-04-20 04:02:01.891281

    		0.0 ms

  





  

    		2026-04-20 05:02:03.100056

    		0.0 ms

  





  

    		2026-04-20 06:02:03.566063

    		0.0 ms

  





  

    		2026-04-20 07:02:03.848955

    		0.0 ms

  





  

    		2026-04-20 08:02:04.064048

    		0.0 ms

  





  

    		2026-04-20 09:02:04.500194

    		0.0 ms

  





  

    		2026-04-20 10:02:04.818644

    		0.0 ms

  





  

    		2026-04-20 11:02:04.899745

    		0.0 ms

  





  

    		2026-04-20 12:02:04.967216

    		0.0 ms

  





  

    		2026-04-20 13:02:06.189807

    		0.0 ms

  





  

    		2026-04-20 14:02:06.487153

    		0.2 ms

  





  

    		2026-04-20 15:02:06.748683

    		0.0 ms

  





  

    		2026-04-20 16:02:08.743109

    		0.0 ms

  





  

    		2026-04-20 17:02:08.807854

    		-0.1 ms

  





  

    		2026-04-20 18:02:09.580822

    		0.0 ms

  





  

    		2026-04-20 19:02:09.60738

    		0.1 ms

  





  

    		2026-04-20 20:02:09.987601

    		0.0 ms

  





  

    		2026-04-20 21:02:10.315764

    		0.1 ms

  





  

    		2026-04-20 22:02:12.153623

    		0.0 ms

  





  

    		2026-04-20 23:02:13.912597

    		0.0 ms

  





  

    		2026-04-21 00:02:15.539098

    		0.0 ms

  





  

    		2026-04-21 01:02:16.514801

    		0.0 ms

  





  

    		2026-04-21 02:02:17.579869

    		0.0 ms

  





  

    		2026-04-21 03:02:17.686263

    		0.0 ms

  





  

    		2026-04-21 04:02:19.671039

    		0.0 ms

  





  

    		2026-04-21 05:02:21.190353

    		0.1 ms

  





  

    		2026-04-21 06:02:23.642729

    		0.0 ms

  





  

    		2026-04-21 07:02:24.486976

    		0.0 ms

  





  

    		2026-04-21 08:02:25.172549

    		0.0 ms

  





  

    		2026-04-21 09:02:26.4271

    		0.0 ms

  





  

    		2026-04-21 10:02:27.749051

    		0.0 ms

  





  

    		2026-04-21 11:02:27.926646

    		0.0 ms

  





  

    		2026-04-21 12:02:28.14251

    		0.0 ms

  





  

    		2026-04-21 13:02:28.541241

    		0.0 ms

  





  

    		2026-04-21 14:02:29.735961

    		0.0 ms

  





  

    		2026-04-21 15:02:30.721006

    		0.1 ms

  





  

    		2026-04-21 16:02:30.856077

    		0.0 ms

  





  

    		2026-04-21 17:02:31.998949

    		0.0 ms

  





  

    		2026-04-21 18:02:32.037859

    		0.0 ms

  





  

    		2026-04-21 19:02:33.089845

    		0.0 ms

  





  

    		2026-04-21 20:02:33.657741

    		0.0 ms

  





  

    		2026-04-21 21:02:34.969867

    		0.0 ms

  





  

    		2026-04-21 22:02:36.597148

    		0.0 ms

  





  

    		2026-04-21 23:02:37.708708

    		0.0 ms

  





  

    		2026-04-22 00:02:38.710143

    		0.0 ms

  





  

    		2026-04-22 01:02:39.645938

    		0.0 ms

  





  

    		2026-04-22 02:02:40.605083

    		0.0 ms

  





  

    		2026-04-22 03:02:41.526397

    		0.0 ms

  





  

    		2026-04-22 04:02:42.546498

    		0.0 ms

  





  

    		2026-04-22 05:02:43.484135

    		0.0 ms

  





  

    		2026-04-22 06:02:44.760648

    		0.0 ms

  





  

    		2026-04-22 07:02:45.216554

    		0.0 ms

  





  

    		2026-04-22 08:02:45.668856

    		0.0 ms

  





  

    		2026-04-22 09:02:45.735582

    		0.1 ms

  





  

    		2026-04-22 10:02:46.049664

    		0.0 ms

  





  

    		2026-04-22 11:02:46.205042

    		0.0 ms

  





  

    		2026-04-22 12:02:46.409421

    		0.0 ms

  





  

    		2026-04-22 13:02:46.613033

    		0.0 ms

  





  

    		2026-04-22 14:02:47.065407

    		0.0 ms

  





  

    		2026-04-22 15:02:47.345058

    		0.1 ms

  





  

    		2026-04-22 16:02:48.138416

    		0.0 ms

  





  

    		2026-04-22 17:02:48.879714

    		0.0 ms

  





  

    		2026-04-22 18:02:51.462341

    		0.0 ms

  





  

    		2026-04-22 19:02:53.05594

    		0.0 ms

  





  

    		2026-04-22 20:02:53.96546

    		-0.1 ms

  





  

    		2026-04-22 21:02:54.764812

    		0.0 ms

  





  

    		2026-04-22 22:02:55.001938

    		0.0 ms

  





  

    		2026-04-22 23:02:56.183221

    		-0.1 ms

  





  

    		2026-04-23 00:02:57.415975

    		0.0 ms

  





  

    		2026-04-23 01:02:58.56505

    		0.1 ms

  





  

    		2026-04-23 02:02:59.671881

    		0.0 ms

  





  

    		2026-04-23 03:03:01.934798

    		-0.2 ms

  





  

    		2026-04-23 04:03:03.186299

    		0.0 ms

  





  

    		2026-04-23 05:03:04.070323

    		0.0 ms

  





  

    		2026-04-23 06:03:05.084242

    		0.0 ms

  





  

    		2026-04-23 07:03:06.653813

    		0.0 ms

  





  

    		2026-04-23 08:03:07.809056

    		0.0 ms

  





  

    		2026-04-23 09:03:08.226394

    		0.0 ms

  





  

    		2026-04-23 10:03:08.469037

    		0.1 ms

  





  

    		2026-04-23 11:03:08.475434

    		0.0 ms

  





  

    		2026-04-23 12:03:09.659241

    		-0.1 ms

  





  

    		2026-04-23 13:03:09.992475

    		0.0 ms

  





  

    		2026-04-23 14:03:10.055479

    		0.1 ms

  





  

    		2026-04-23 15:03:10.132073

    		0.0 ms

  





  

    		2026-04-23 16:03:10.305726

    		0.0 ms

  





  

    		2026-04-23 17:03:10.516101

    		0.0 ms

  





  

    		2026-04-23 18:03:11.034945

    		0.0 ms

  





  

    		2026-04-23 19:03:12.895215

    		0.2 ms

  





  

    		2026-04-23 20:03:13.188667

    		0.0 ms

  





  

    		2026-04-23 21:03:14.979179

    		-0.1 ms

  





  

    		2026-04-23 22:03:16.210455

    		0.0 ms

  





  

    		2026-04-23 23:03:17.457694

    		0.0 ms

  





  

    		2026-04-24 00:03:18.507865

    		0.0 ms

  





  

    		2026-04-24 01:03:19.456082

    		0.0 ms

  





  

    		2026-04-24 02:03:20.338015

    		0.0 ms

  





  

    		2026-04-24 03:03:21.274324

    		0.0 ms

  





  

    		2026-04-24 04:03:22.261161

    		0.1 ms

  





  

    		2026-04-24 05:03:23.284382

    		-0.1 ms

  





  

    		2026-04-24 06:03:24.964182

    		-0.1 ms

  





  

    		2026-04-24 07:03:25.065207

    		-0.1 ms

  





  

    		2026-04-24 08:03:25.176636

    		-0.4 ms

  





  

    		2026-04-24 09:03:25.984854

    		-0.1 ms

  





  

    		2026-04-24 10:03:26.023113

    		0.1 ms

  





  

    		2026-04-24 11:03:26.909516

    		-0.3 ms

  





  

    		2026-04-24 12:03:27.008751

    		0.2 ms

  





  

    		2026-04-24 13:03:27.643715

    		0.0 ms

  





  

    		2026-04-24 14:03:27.755999

    		0.0 ms

  





  

    		2026-04-24 15:03:28.263942

    		0.0 ms

  





  

    		2026-04-24 16:03:29.556295

    		-0.2 ms

  





  

    		2026-04-24 17:03:29.626186

    		0.0 ms

  





  

    		2026-04-24 18:03:31.158259

    		0.1 ms

  





  

    		2026-04-24 19:03:32.756396

    		0.0 ms

  





  

    		2026-04-24 20:03:33.525977

    		0.0 ms

  





  

    		2026-04-24 21:03:35.455773

    		0.0 ms

  





  

    		2026-04-24 22:03:36.95041

    		-0.1 ms

  





  

    		2026-04-24 23:03:38.031246

    		0.0 ms

  





  

    		2026-04-25 00:03:38.99495

    		0.0 ms

  





  

    		2026-04-25 01:03:39.930664

    		0.0 ms

  





  

    		2026-04-25 02:03:40.865262

    		0.0 ms

  





  

    		2026-04-25 03:03:41.746056

    		0.0 ms

  





  

    		2026-04-25 04:03:42.643963

    		0.0 ms

  





  

    		2026-04-25 05:03:43.62524

    		0.0 ms

  





  

    		2026-04-25 06:03:44.107754

    		-0.1 ms

  





  

    		2026-04-25 07:03:46.590135

    		0.0 ms

  





  

    		2026-04-25 08:03:48.856976

    		0.0 ms

  





  

    		2026-04-25 09:03:49.130517

    		0.0 ms

  





  

    		2026-04-25 10:03:49.791483

    		0.0 ms

  





  

    		2026-04-25 11:03:50.062603

    		0.0 ms

  





  

    		2026-04-25 12:03:50.419579

    		0.1 ms

  





  

    		2026-04-25 13:03:50.510175

    		0.0 ms

  





  

    		2026-04-25 14:03:50.60558

    		0.0 ms

  





  

    		2026-04-25 15:03:51.363223

    		0.0 ms

  





  

    		2026-04-25 16:03:51.796265

    		0.0 ms

  





  

    		2026-04-25 17:03:52.372937

    		0.0 ms

  





  

    		2026-04-25 18:03:52.453031

    		0.0 ms

  





  

    		2026-04-25 19:03:54.21076

    		0.0 ms

  





  

    		2026-04-25 20:03:55.099337

    		0.0 ms

  





  

    		2026-04-25 21:03:56.619135

    		0.0 ms

  





  

    		2026-04-25 22:03:59.108562

    		0.0 ms

  





  

    		2026-04-25 23:04:00.506798

    		0.0 ms

  





  

    		2026-04-26 00:04:01.917647

    		0.0 ms

  





  

    		2026-04-26 01:04:03.299053

    		0.0 ms

  





  

    		2026-04-26 02:04:04.656508

    		0.0 ms

  





  

    		2026-04-26 03:04:05.855289

    		0.0 ms

  





  

    		2026-04-26 04:04:07.049691

    		0.1 ms

  





  

    		2026-04-26 05:04:08.516553

    		0.0 ms

  





  

    		2026-04-26 06:04:10.42162

    		0.0 ms

  





  

    		2026-04-26 07:04:13.41255

    		0.0 ms

  





  

    		2026-04-26 08:04:13.965562

    		0.0 ms

  





  

    		2026-04-26 09:04:14.712194

    		-0.1 ms

  





  

    		2026-04-26 10:04:14.835085

    		0.0 ms

  





  

    		2026-04-26 11:04:14.946556

    		0.0 ms

  





  

    		2026-04-26 12:04:16.418316

    		0.0 ms

  





  

    		2026-04-26 13:04:16.495727

    		0.0 ms

  





  

    		2026-04-26 14:04:16.781268

    		0.0 ms

  





  

    		2026-04-26 15:04:17.349488

    		0.0 ms

  





  

    		2026-04-26 16:04:18.093737

    		0.0 ms

  





  

    		2026-04-26 17:04:18.326089

    		-0.2 ms

  





  

    		2026-04-26 18:04:20.224448

    		0.3 ms

  





  

    		2026-04-26 19:04:21.125515

    		0.0 ms

  





  

    		2026-04-26 20:04:22.505389

    		0.2 ms

  





  

    		2026-04-26 21:04:23.03258

    		-0.1 ms

  





  

    		2026-04-26 22:04:24.175391

    		0.0 ms

  





  

    		2026-04-26 23:04:24.284295

    		0.0 ms

  





  

    		2026-04-27 00:04:24.32493

    		0.0 ms

  





  

    		2026-04-27 01:04:24.626614

    		-0.1 ms

  





  

    		2026-04-27 02:04:24.679298

    		0.1 ms

  





  

    		2026-04-27 03:04:26.13579

    		0.0 ms

  





  

    		2026-04-27 04:04:26.164992

    		0.0 ms

  





  

    		2026-04-27 05:04:26.808194

    		0.0 ms

  





  

    		2026-04-27 06:04:28.24965

    		-0.1 ms

  





  

    		2026-04-27 07:04:28.916348

    		0.0 ms

  





  

    		2026-04-27 08:04:29.959496

    		0.0 ms

  





  

    		2026-04-27 09:04:30.761504

    		0.0 ms

  





  

    		2026-04-27 10:04:30.982242

    		0.0 ms

  





  

    		2026-04-27 11:04:31.369779

    		0.0 ms

  





  

    		2026-04-27 12:04:31.848639

    		0.0 ms

  





  

    		2026-04-27 13:04:32.113685

    		0.0 ms

  





  

    		2026-04-27 14:04:32.891338

    		0.0 ms

  





  

    		2026-04-27 15:04:33.151136

    		0.0 ms

  





  

    		2026-04-27 16:04:33.794002

    		0.0 ms

  





  

    		2026-04-27 17:04:34.918095

    		0.1 ms

  





  

    		2026-04-27 18:04:35.011229

    		0.1 ms

  





  

    		2026-04-27 19:04:35.844942

    		0.0 ms

  





  

    		2026-04-27 20:04:36.388892

    		-0.1 ms

  





  

    		2026-04-27 21:04:36.82354

    		0.0 ms

  





  

    		2026-04-27 22:04:39.124904

    		0.0 ms

  





  

    		2026-04-27 23:04:41.034177

    		0.0 ms

  





  

    		2026-04-28 00:04:42.441587

    		0.0 ms

  





  

    		2026-04-28 01:04:44.016848

    		0.1 ms

  





  

    		2026-04-28 02:04:44.192457

    		0.0 ms

  





  

    		2026-04-28 03:04:45.968481

    		0.0 ms

  





  

    		2026-04-28 04:04:47.668797

    		0.0 ms

  





  

    		2026-04-28 05:04:49.302163

    		0.0 ms

  





  

    		2026-04-28 06:04:49.753326

    		0.0 ms

  





  

    		2026-04-28 07:04:50.738026

    		0.0 ms

  





  

    		2026-04-28 08:04:51.506724

    		0.1 ms

  





  

    		2026-04-28 09:04:51.757991

    		0.0 ms

  





  

    		2026-04-28 10:04:52.095015

    		-0.1 ms

  





  

    		2026-04-28 11:04:52.451504

    		0.2 ms

  





  

    		2026-04-28 12:04:52.6986

    		0.0 ms

  





  

    		2026-04-28 13:04:53.259421

    		0.0 ms

  





  

    		2026-04-28 14:04:53.923832

    		-0.2 ms

  





  

    		2026-04-28 15:04:54.31816

    		0.0 ms

  





  

    		2026-04-28 16:04:54.788146

    		0.0 ms

  





  

    		2026-04-28 17:04:56.221622

    		0.1 ms

  





  

    		2026-04-28 18:04:56.926668

    		0.0 ms

  





  

    		2026-04-28 19:04:59.05711

    		0.0 ms

  





  

    		2026-04-28 20:04:59.313126

    		0.1 ms

  





  

    		2026-04-28 21:05:00.910234

    		0.0 ms

  





  

    		2026-04-28 22:05:01.199169

    		0.0 ms

  





  

    		2026-04-28 23:05:01.738778

    		0.0 ms

  





  

    		2026-04-29 00:05:02.413833

    		0.0 ms

  





  

    		2026-04-29 01:05:03.825982

    		0.0 ms

  





  

    		2026-04-29 02:05:05.335477

    		0.0 ms

  





  

    		2026-04-29 03:05:06.749213

    		0.0 ms

  





  

    		2026-04-29 04:05:07.95205

    		0.0 ms

  





  

    		2026-04-29 05:05:09.07935

    		0.0 ms

  





  

    		2026-04-29 06:05:10.17619

    		0.0 ms

  





  

    		2026-04-29 07:05:10.789845

    		0.0 ms

  





  

    		2026-04-29 08:05:11.332063

    		0.0 ms

  





  

    		2026-04-29 09:05:11.560469

    		0.0 ms

  





  

    		2026-04-29 10:05:11.651317

    		0.0 ms

  





  

    		2026-04-29 11:05:12.361232

    		0.0 ms

  





  

    		2026-04-29 12:05:12.498917

    		0.0 ms

  





  

    		2026-04-29 13:05:12.660451

    		-0.1 ms

  





  

    		2026-04-29 14:05:13.178934

    		0.0 ms

  





  

    		2026-04-29 15:05:13.92147

    		0.0 ms

  





  

    		2026-04-29 16:05:14.385285

    		0.0 ms

  





  

    		2026-04-29 17:05:15.010558

    		0.0 ms

  





  

    		2026-04-29 18:05:15.405423

    		0.0 ms

  





  

    		2026-04-29 19:05:16.666586

    		0.0 ms

  





  

    		2026-04-29 20:05:17.413601

    		0.1 ms

  





  

    		2026-04-29 21:05:18.530278

    		0.0 ms

  





  

    		2026-04-29 22:05:19.532718

    		0.0 ms

  





  

    		2026-04-29 23:05:21.463451

    		0.0 ms

  





  

    		2026-04-30 00:05:22.756256

    		-0.1 ms

  





  

    		2026-04-30 01:05:23.8436

    		0.0 ms

  





  

    		2026-04-30 02:05:24.410172

    		0.1 ms

  





  

    		2026-04-30 03:05:26.035192

    		0.0 ms

  





  

    		2026-04-30 04:05:27.132908

    		0.0 ms

  





  

    		2026-04-30 05:05:28.074848

    		0.0 ms

  





  

    		2026-04-30 06:05:28.61299

    		0.1 ms

  





  

    		2026-04-30 07:05:29.217453

    		-0.1 ms

  





  

    		2026-04-30 08:05:29.519716

    		0.0 ms

  










Evidence of Intent

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person's screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.





  

    		Time

    		IP

    		Event

  



    

    		2026-04-29 18:29:12.446 UTC

    		178.174.234.114

    		Maria Boudrie (MB) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2026-04-29 18:29:35.955 UTC

    		178.174.234.114

    		Maria Boudrie (MB) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2026-04-13 16:38:39 UTC.

  

  

    		2026-04-29 19:23:34.511 UTC

    		90.129.214.253

    		Simon de Château (SdC) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2026-04-29 19:23:55.347 UTC

    		90.129.214.253

    		Simon de Château (SdC) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2026-04-13 16:38:39 UTC.

  

  

    		2026-04-30 06:32:07.004 UTC

    		90.130.57.32

    		Johannes Wingborg (JW) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2026-04-30 06:33:43.681 UTC

    		90.130.57.32

    		Johannes Wingborg (JW) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2026-04-13 16:38:39 UTC.

  

  

    		2026-04-30 08:09:21.176 UTC

    		164.10.46.64

    		Oscar Bergman (OB) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2026-04-30 08:20:33.244 UTC

    		164.10.46.64

    		Oscar Bergman (OB) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2026-04-22 12:30:17 UTC.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.
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For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.



